
 
 

IN THE UNITED STATES DISTRICT COURT  
FOR THE DISTRICT OF DELAWARE 

 
 

 
BERNADETTE BEEKMAN, 
individually and on behalf of all others 
similarly situated, 
 

Plaintiff, 
 
     v.  
 
LORD & TAYLOR, LLC, 
 

Defendant. 
 

)
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Civil Action No.: 
 
 
 
CLASS ACTION  
 
JURY TRIAL DEMANDED 

CLASS ACTION COMPLAINT 

 Plaintiff Bernadette Beekman (“Plaintiff”), individually and on behalf of all others 

similarly situated, upon personal knowledge of the facts pertaining to her and on information and 

belief as to all other matters, by and through undersigned counsel, hereby brings this Class 

Action Complaint against defendant Lord & Taylor, LLC (“Defendant” or “Lord & Taylor”).   

I. NATURE OF THE ACTION 

1. Plaintiff brings this class action against Lord & Taylor for its failure to exercise 

reasonable care in securing and safeguarding its customers’ personal financial data—in 

particular, credit and debit card records including cardholder name, card number, expiration date, 

and internal verification code (“Private Information”).  

2. On March 28, 2018, a criminal syndicate known as “JokerStash” announced the 

release for sale on the dark web of over five million stolen credit and debit card records. The 

cybersecurity firm Gemini Advisory determined that the cards were misappropriated in a breach 

involving Saks Fifth Avenue, Saks OFF 5TH, and Lord & Taylor retail stores during the period 

between no later than May 2017 and late-March 2018 (“Security Breach”). 
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3. On April 1, 2018, Lord & Taylor announced that it “became aware of a data 

security issue involving customer payment card data.” 

4. On information and belief, Plaintiff’s and Class members’ Private Information 

was stolen by hackers in order to be sold on the dark web when Plaintiff and Class members used 

their credit and debit cards at Lord & Taylor stores.  

5. Lord & Taylor’s security failures enabled the hackers to steal Plaintiff’s and Class 

members’ Private Information. The failures put Plaintiff’s and Class members’ financial 

information and interests at serious, immediate, and ongoing risk and, additionally, caused costs 

and expenses to Plaintiff and Class members attributable to responding to, identifying, and 

correcting damages that were reasonably foreseeable as a result of Lord & Taylor’s willful and 

negligent conduct. The hackers will continue to sell the Private Information—and various cyber 

criminals will continue to buy and use it—in order to exploit and injure Plaintiff and Class 

members across the United States.  

6. The Security Breach was caused and enabled by Lord & Taylor’s knowing 

violation of its obligations to abide by best practices and industry standards concerning the 

security of payment systems. Lord & Taylor failed to comply with security standards and 

allowed its customers’ financial information and other Private Information to be compromised by 

cutting corners on security measures that could have prevented or mitigated the Security Breach 

that occurred.  

7. Accordingly, Plaintiff, on behalf of herself and other members of the Class, 

asserts claims for breach of implied contract, negligence, and unjust enrichment, and seeks 

injunctive relief, monetary damages, statutory damages, and all other relief as authorized in 

equity or by law. 
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II. JURISDICTION AND VENUE 

8. The Court has jurisdiction over Plaintiff’s claims under 28 U.S.C. § 1332(d)(2) 

(“CAFA”), because (a) there are 100 or more Class members, (b) at least one Class member is a 

citizen of a state that is diverse from Defendant’s citizenship, and (c) the matter in controversy 

exceeds $5,000,000, exclusive of interest and costs.  

9. The Court has personal jurisdiction over Lord & Taylor, LLC, because Lord & 

Taylor, LLC is a Delaware limited liability company. 

10. Venue is proper in this District under 28 U.S.C. § 1391(b)(1) because Lord & 

Taylor, LLC resides within this District.  

III. PARTIES 

11. Plaintiff Bernadette Beekman resides in New York, New York, and is a citizen of 

the State of New York. In May of 2017, Plaintiff used a credit card to pay for purchases at a Lord 

& Taylor retail store in New York City, and had her Private Information exposed as a result of 

Lord & Taylor’s inadequate security. As a result of the Security Breach, Plaintiff spent time 

inspecting her credit card statements for fraudulent activity. Plaintiff has also suffered from the 

deprivation of the value of her Private Information and the lost benefit of the bargain. 

12. Lord & Taylor, LLC, is a Delaware limited liability company headquartered in 

New York, New York.  Lord & Taylor operates a number of department stores selling clothing, 

footwear, jewelry, beauty products, fragrances, electronics, bedding, and housewares. 

IV. FACTUAL BACKGROUND 

13. Lord & Taylor uses a payment system to electronically process its customers’ 

credit and debit card payments. In the years preceding Lord & Taylor’s announcement of the 
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Security Breach, several retail outlets made announcements alerting the public of security 

breaches at their stores, including Barnes & Noble, Home Depot, Neiman Marcus, Michaels, 

Target, and TJ Maxx. Lord & Taylor knew or should have known that its customers’ card data 

was squarely within the crosshairs of hackers. Despite this, Lord & Taylor failed to take 

adequate steps to secure the payment system used in its stores.  

The Lord & Taylor Security Breach 

14. On March 28, 2018, a criminal syndicate known as “JokerStash” announced that 

it would be releasing for sale on the dark web over five million stolen credit and debit card 

records. 

15. “JokerStash” is a criminal syndicate trading in stolen debit and credit card data. 

Since its inception in 2014, JokerStash has attracted dozens of identity thief customers who have 

spent tens and hundreds of thousands of dollars on stolen credit card information.1 As described 

by security researcher Brian Krebs, JokerStash offers its identity thief customers “loyalty 

programs, frequent-buyer discounts, money-back guarantees and just plain old good customer 

service.”2 

16. The cybersecurity firm Gemini Advisory determined that the card records being 

advertised for sale by JokerStash were stolen from a breach involving Saks Fifth Avenue, Saks 

OFF 5TH, and Lord & Taylor retail stores during the period between no later than May 2017 and 

late-March 2018.  

17. The image below reflects a portion of JokerStash’s advertisement for the stolen 

Private Information describing the card records as including “TR1” and “TR2” data, which 

                                                 
1 https://krebsonsecurity.com/2016/03/carders-park-piles-of-cash-at-jokers-stash/ (last visited 
April 4, 2018).  
2 Id. 
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20. Federal and State governments have likewise established security standards and 

issued recommendations to temper data breaches and the resulting harm to consumers and 

financial institutions. The Federal Trade Commission (“FTC”) has issued numerous guides for 

businesses, highlighting the importance of reasonable data security practices. According to the 

FTC, the need for data security should be factored into all business decision-making.4 

21. In 2016, the Federal Trade Commission (“FTC”) updated its publication, 

Protecting Personal Information: A Guide for Business, which establishes guidelines for 

fundamental data security principles and practices for business.5  The guidelines note businesses 

should protect the personal customer information that they keep; properly dispose of personal 

information that is no longer needed; encrypt information stored on computer networks; 

understand their network’s vulnerabilities; and implement policies to correct security problems.  

The guidelines also recommend that businesses use an intrusion detection system to expose a 

breach as soon as it occurs; monitor all incoming traffic for activity indicating someone is 

attempting to hack the system; watch for large amounts of data being transmitted from the 

system; and have a response plan ready in the event of a breach. 

22. The FTC recommends that companies not maintain cardholder information longer 

than is needed for authorization of a transaction; limit access to sensitive data; require complex 

passwords to be used on networks; use industry-tested methods for security; monitor for 

                                                 
4 Federal Trade Commission, Start With Security, available at 
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf (last 
visited April 4, 2018). 
5 Federal Trade Commission, Protecting Personal Information: A Guide for Business, available 
at  https://www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-personal-
information.pdf (last visited April 4, 2018).  
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suspicious activity on the network; and verify that third-party service providers have 

implemented reasonable security measures.6 

23. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer data, treating the failure to employ reasonable and 

appropriate measures to protect against unauthorized access to confidential consumer data as an 

unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act (“FTCA”), 

15 U.S.C. § 45. Orders resulting from these actions further clarify the measures businesses must 

take to meet their data security obligations. 

24. In this case, Lord & Taylor was at all times fully aware of its obligation to protect 

the Private Information of its customers because of its participation in payment card processing 

networks. Lord & Taylor was also aware of the significant repercussions if it failed to do so 

because it collected payment card data from thousands of customers daily at its stores and Lord 

& Taylor knew that this data, if hacked, would result in injury to consumers, including Plaintiff 

and Class members.     

25.  As a result of Lord & Taylor’s failure to adhere to industry and government 

standards for the security of card data, Private Information of thousands of Lord & Taylor 

customers, including Plaintiff, was compromised over a time period spanning nearly one year. 

Security Breaches Lead to Identity Theft 

26. According the U.S. Department of Justice Bureau of Justice Statistics, an 

estimated 17.6 million people were victims of one or more incidents of identity theft in 2014. 

                                                 
6 Federal Trade Commission, Start With Security, available at 
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf (last 
visited April 4, 2018). 
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Among identity theft victims, existing bank or credit accounts were the most common types of 

misused information.7 

27. Similarly, the FTC cautions that identity theft wreaks havoc on consumers’ 

finances, credit history, and reputation and can take time, money, and patience to resolve.8 

Identity thieves use stolen personal information for a variety of crimes, including credit card 

fraud, phone or utilities fraud, and bank/finance fraud.9 

28. Private Information—which includes Plaintiff’s and Class members’ names 

combined with their credit or debit card information that were stolen in the Security Breach at 

issue in this action—is a valuable commodity to identity thieves. Plaintiff’s and Class members’ 

personal information is being sold and traded by cyber criminals on the dark web. Criminals 

often trade the information on the dark web for a number of years. 

29. The National Institute of Standards and Technology categorizes the 

combination of names and credit card numbers as sensitive and warranting a higher impact 

level based on the potential harm when used in contexts other than their intended use.10 Private 

information that is “linked” or “linkable” is also more sensitive. Linked information is 

information about or related to an individual that is logically associated with other information 

                                                 
7 See Victims of Identity Theft, 2014, DOJ, at 1 (2015), available at 
https://www.bjs.gov/content/pub/pdf/vit14.pdf (last visited April 4, 2018). 
8 See Taking Charge, What to Do If Your Identity is Stolen, FTC, at 3 (2012), available at 
http://www.consumer.ftc.gov/articles/pdf-0009-taking-charge.pdf (last visited April 4, 2018). 
9 The FTC defines identity theft as “a fraud committed or attempted using the identifying 
information of another person without authority.” 16 C.F.R. § 603.2. The FTC describes 
“identifying information” as “any name or number that may be used, alone or in conjunction with 
any other information, to identify a specific person,” including, among other things, “[n]ame, 
social security number, date of birth, official State or government issued driver’s license or 
identification number, alien registration number, government passport number, employer or 
taxpayer identification number.” Id. 
10 Erika McCallister, et al., Guide to Protecting the Confidentiality of Personally Identifiable 
Information (PII), National Institute of Standards and Technology Special Publication 800-122, 
3-3, available at http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=904990 (last visited 
April 4, 2018). 

Case 1:18-cv-00521-UNA   Document 1   Filed 04/05/18   Page 8 of 22 PageID #: 8



 

- 9 - 
 

about the individual. Linkable information is information about or related to an individual for 

which there is a possibility of logical association with other information about the individual. 

An example of linking information the NIST report cites is a Massachusetts Institute of 

Technology study showing that 97% of the names and addresses on a voting list were 

identifiable using only ZIP code and date of birth. 

30. Private information is broader in scope than directly identifiable information. As 

technology advances, computer programs become increasingly able to scan the Internet with 

wider scope to create a mosaic of information that may be used to link information to an 

individual in ways that were not previously possible. 

The Monetary Value of Privacy Protections and Private Information 

31. The fact that Plaintiff’s and Class members Private Information was stolen in 

order to be sold on the dark web—and is presently offered for sale to cyber criminals on the dark 

web—demonstrates the monetary value of the Private Information. 

32. At an FTC public workshop in 2001, then-Commissioner Orson Swindle 

described the value of a consumer’s personal information: 

The use of third party information from public records, information aggregators 
and even competitors for marketing has become a major facilitator of our retail 
economy.  Even [Federal Reserve] Chairman [Alan] Greenspan suggested here 
some time ago that it’s something on the order of the life blood, the free flow of 
information.11   
 

                                                 
11 Federal Trade Commission Public Workshop, The Information Marketplace: Merging and 
Exchanging Consumer Data, available at 
https://www.ftc.gov/sites/default/files/documents/public_events/information-marketplace-
merging-and-exchanging-consumer-data/transcript.pdf (last visited April 4, 2018). 
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33. Commissioner Swindle’s 2001 remarks are even more relevant today, as 

consumers’ personal data functions as a “new form of currency” that supports a $26 billion per 

year online advertising industry in the United States.12 

34. The FTC has also recognized that consumer data is a new (and valuable) form of 

currency. In an FTC roundtable presentation, another former Commissioner, Pamela Jones 

Harbour, underscored this point: 

Most consumers cannot begin to comprehend the types and amount of 
information collected by businesses, or why their information may be 
commercially valuable. Data is currency. The larger the data set, the greater 
potential for analysis—and profit.13 

 
35. Recognizing the high value that consumers place on their Private Information, 

many companies now offer consumers an opportunity to sell this information.14 The idea is to 

give consumers more power and control over the type of information that they share and who 

ultimately receives that information. And, by making the transaction transparent, consumers will 

make a profit from their Private Information. This business has created a new market for the sale 

and purchase of this valuable data. 

36. Consumers place a high value not only on their Private Information, but also on the 

privacy of that data. Researchers have begun to shed light on how much consumers value their 

data privacy, and the amount is considerable. Indeed, studies confirm that the average direct 

                                                 
12 See Julia Angwin & Emily Steel, Web’s Hot New Commodity: Privacy, The Wall Street 
Journal, http://online.wsj.com/article/SB10001424052748703529004576160764037920274.html 
(last visited April 4, 2018). 
13 Statement of FTC Commissioner Pamela Jones Harbour—Remarks Before FTC Exploring 
Privacy Roundtable, (Dec. 7, 2009),  
http://www.ftc.gov/speeches/harbour/091207privacyroundtable.pdf (last visited April 4, 2018). 
14 See Web’s Hot New Commodity: Privacy,  
http://online.wsj.com/article/SB10001424052748703529004576160764037920274.html (last 
visited April 4, 2018). 
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financial loss for victims of identity theft in 2014 was $1,349.”15  

37. The value of Plaintiff’s and Class members’ Private Information on the black 

market is substantial. Credit card numbers range in cost from $1.50 to $90 per card number.16 By 

way of the Security Breach, Lord & Taylor has deprived Plaintiff and Class members of the 

substantial value of their Private Information. 

38. Given these facts, any company that transacts business with consumers and then 

compromises the privacy of consumers’ Private Information has thus deprived consumers of the 

full monetary value of their transaction with the company. 

Damages Sustained by Plaintiff and Class Members 

39. A portion of the services purchased from Lord & Taylor by Plaintiff and the other 

Class members necessarily included compliance with industry-standard measures with respect to 

the collection and safeguarding of Private Information, including their credit and debit card 

information. The cost to Lord & Taylor of collecting and safeguarding Private Information is built 

into the price of all of its services. Because Plaintiff and the other Class members were denied 

privacy protections that they paid for and were entitled to receive, Plaintiff and the other Class 

members incurred actual monetary damages in that they overpaid for their purchases at Lord & 

Taylor stores. 

40. Plaintiff and the other members of the Class have suffered additional injury and 

damages, including, but not limited to: (i) an increased risk of identity theft and identity fraud; (ii) 

improper disclosure of their Private Information, which is now in the hands of criminals; (iii) the 

                                                 
15 See Department of Justice, Victims of Identity Theft, 2014, at 6 (2015), 
https://www.bjs.gov/content/pub/pdf/vit14.pdf  (last visited April 4, 2018). 
16 The Cyber Black Market:  What’s Your Bank Login Worth, available at 
https://leapfrogservices.com/the-cyber-black-market-whats-your-bank-login-worth/ (last visited 
April 4, 2018). 
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value of their time spent mitigating the increased risk of identity theft and identity fraud; (iv) 

deprivation of the value of their Private Information, for which there is a well-established 

national and international market—for which they are entitled to compensation. 

41. Plaintiff and the other Class members suffered additional damages based on the 

opportunity cost and value of time that Plaintiff and the other Class members have been forced to 

expend to monitor their financial accounts as a result of the Security Breach. Such damages also 

include the time and costs of obtaining replacement credit and debit cards. 

42. Acknowledging the damage to Plaintiff and Class members, Lord & Taylor is 

instructing customers who used their card at any locations (all were affected) to take certain 

cautionary steps. Credit and debit card users should review their accounts for unauthorized 

transactions and notify their banks immediately if they discover any unauthorized purchases or 

cash advances. Plaintiff and the other Class members now face a greater risk of identity theft.  

V. CLASS ACTION ALLEGATIONS 
 

43. Plaintiff brings all counts, as set forth below, on behalf of herself and as a class 

action, pursuant to the provisions of Rule 23 of the Federal Rules of Civil Procedure, on behalf 

of a class defined as: 

All persons who used their credit, debit, or prepaid debit card at a Lord & Taylor 
store during the period from May 2017 through March 2018. 
 

Excluded from the Class are Defendant and its affiliates, parents, subsidiaries, employees, 

officers, agents, and directors. Also excluded is any judicial officer presiding over this matter 

and the members of their immediate families and judicial staff. 

44. Certification of Plaintiff’s claims for class-wide treatment is appropriate because 

Plaintiff can prove the elements of her claims on a class-wide basis using the same evidence as 

would be used to prove those elements in individual actions alleging the same claims. 
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45. Numerosity—Federal Rule of Civil Procedure 23(a)(1). The members of the 

Class are so numerous that joinder of all Class members would be impracticable. On information 

and belief, Class members number in the tens if not hundreds of thousands. 

46. Commonality and Predominance—Federal Rule of Civil Procedure 23(a)(2) 

and 23(b)(3). Common questions of law and fact exist as to all Class members and predominate 

over questions affecting only individual Class members. Such common questions of law or fact 

include, inter alia: 

a. Whether Lord & Taylor failed to use reasonable care and commercially 
reasonable methods to secure and safeguard Plaintiff’s and Class 
members’ Private Information; 

b. Whether Lord & Taylor properly implemented its purported security 
measures to protect Plaintiff’s and Class members’ Private Information 
from unauthorized capture, dissemination, and misuse; 

c. Whether Lord & Taylor took reasonable measures to determine the extent 
of the Security Breach after it first learned of same; 

d. Whether Lord & Taylor’s conduct constitutes breach of an implied 
contract;  

e. Whether Lord & Taylor willfully, recklessly, or negligently failed to 
maintain and execute reasonable procedures designed to prevent 
unauthorized access to Plaintiff’s and Class members’ Private 
Information; 

f. Whether Lord & Taylor was negligent in failing to properly secure and 
protect Plaintiff’s and Class members’ Private Information;  

g. Whether Plaintiff and the other members of the Class are entitled to 
damages, injunctive relief, or other equitable relief, and the measure of 
such damages and relief.  

47. Lord & Taylor engaged in a common course of conduct giving rise to the legal 

rights sought to be enforced by Plaintiff, on behalf of herself and other Class members. Similar 

or identical common law violations, business practices, and injuries are involved. Individual 
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questions, if any, pale by comparison, in both quality and quantity, to the numerous common 

questions that predominate in this action. 

48. Typicality—Federal Rule of Civil Procedure 23(a)(3). Plaintiff’s claims are 

typical of the claims of the other Class members because, among other things, all Class members 

were similarly injured through Lord & Taylor’s uniform misconduct described above and were 

thus all subject to the Security Breach alleged herein. Further, there are no defenses available to 

Lord & Taylor that are unique to Plaintiff.  

49. Adequacy of Representation—Federal Rule of Civil Procedure 23(a)(4). 

Plaintiff is an adequate Class representative because her interests do not conflict with the 

interests of the other Class members she seeks to represent, she has retained counsel competent 

and experienced in complex class action litigation, and Plaintiff will prosecute this action 

vigorously. The Class’ interests will be fairly and adequately protected by Plaintiff and her 

counsel. 

50. Insufficiency of Separate Actions—Federal Rule of Civil Procedure 23(b)(1). 

Absent a representative class action, members of the Class would continue to suffer the harm 

described herein, for which they would have no remedy. Even if separate actions could be 

brought by individual consumers, the resulting multiplicity of lawsuits would cause undue 

hardship and expense for both the Court and the litigants, as well as create a risk of inconsistent 

rulings and adjudications that might be dispositive of the interests of similarly situated 

consumers, substantially impeding their ability to protect their interests, while establishing 

incompatible standards of conduct for Lord & Taylor. The Class thus satisfies the requirements 

of Fed. R. Civ. P. 23(b)(1). 
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51. Superiority—Federal Rule of Civil Procedure 23(b)(3). A class action is 

superior to any other available means for the fair and efficient adjudication of this controversy, 

and no unusual difficulties are likely to be encountered in the management of this class action. 

The damages or other financial detriment suffered by Plaintiff and the other Class members are 

relatively small compared to the burden and expense that would be required to individually 

litigate their claims against Lord & Taylor, so it would be impracticable for Class members to 

individually seek redress for Lord & Taylor’s wrongful conduct. Even if Class members could 

afford individual litigation, the court system could not. Individualized litigation creates a 

potential for inconsistent or contradictory judgments, and increases the delay and expense to all 

parties and the court system. By contrast, the class action device presents far fewer management 

difficulties and provides the benefits of a single adjudication, economy of scale, and 

comprehensive supervision by a single court. 

VI. CLAIMS 

COUNT I 
Negligence 

 
52. Plaintiff incorporates the preceding paragraphs as if fully set forth herein. 

53. Lord & Taylor owes numerous duties to Plaintiff and the other members of the 

Class. These duties include: 

a. to exercise reasonable care in obtaining, retaining, securing, safeguarding, 

deleting, and protecting Private Information in its possession;  

b. to protect Private Information in its possession using reasonable and adequate 

security procedures that are compliant with industry-standard practices; and 

c. to implement processes to quickly detect a data breach and to timely act on 

warnings about data breaches, including promptly notifying Plaintiff and the other 
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members of the Class of the Security Breach. 

54. Lord & Taylor knew or should have known the risks of collecting and storing 

Private Information and the importance of maintaining secure payment systems. Lord & Taylor 

knew or should have known of the many breaches that targeted other retail stores in the years 

before the Security Breach. 

55. Lord & Taylor knew or should have known that its payment systems did not 

adequately safeguard Plaintiff’s and the other Class members’ Private Information. 

56. Lord & Taylor breached the duties it owes to Plaintiff and Class members in 

several ways, including:  

a. failing to implement adequate security systems, protocols and practices sufficient 

to protect customer Private Information and thereby creating a foreseeable risk of 

harm; 

b. failing to comply with the minimum industry data security standards during the 

period of the data breach; and 

c. failing to timely and accurately disclose to customers that their Private 

Information had been improperly acquired or accessed.  

57. Lord & Taylor was negligent in transmitting Plaintiff’s and the other Class 

members’ Private Information over compromised electronic networks it had control over and 

should have known were compromised or susceptible to compromise. 

58. But for Lord & Taylor’s wrongful and negligent breach of the duties it owed to 

Plaintiff and the other Class members, their Private Information would not have been 

compromised.  
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59. The injury and harm that Plaintiff and the other Class members suffered was the 

direct and proximate result of Lord & Taylor’s negligent conduct. 

COUNT II 
Breach of Implied Contract 

 
60. Plaintiff incorporates the preceding paragraphs as if fully set forth herein. 

61. In using credit or debit cards at Lord & Taylor stores, Plaintiff and the other 

members of the Class entered into an implied contract with Lord & Taylor, whereby Lord & 

Taylor became obligated to reasonably safeguard Plaintiff’s and the other Class members’ 

Private Information. 

62. Under the implied contract, Lord & Taylor was obligated to not only safeguard 

the Private Information, but also to provide Plaintiff and the other Class members with prompt, 

truthful, and adequate notice of any security breach or unauthorized access of said information.  

63. Lord & Taylor breached the implied contract with Plaintiff and the other members 

of the Class by failing to take reasonable measures to safeguard their Private Information.  

64. Lord & Taylor also breached its implied contract with Plaintiff and the other 

Class members by failing to provide prompt, truthful, and adequate notice of the Security Breach 

and unauthorized access of their Private Information by hackers. 

65. Plaintiff and the other Class members suffered and will continue to suffer 

damages including, but not limited to: (i) improper disclosure of their Private Information; (ii) 

out-of-pocket expenses incurred to mitigate the increased risk of identity theft and identity fraud 

pressed upon them by the Security Breach; (iii) the value of their time spent mitigating the 

increased risk of identity theft and/or identity fraud; (iv) the increased risk of identity theft; and 

(v) deprivation of the value of their Private Information, which is likely to be sold to cyber 
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criminals on the dark web. At the very least, Plaintiff and the other Class members are entitled to 

nominal damages. 

COUNT III 
Unjust Enrichment 

 
66. Plaintiff incorporates the preceding paragraphs 1–51 as if fully set forth herein. 

67. Plaintiff and the other Class members conferred a monetary benefit on Lord & 

Taylor. Specifically, Plaintiff and the other Class members paid for goods sold by Lord & Taylor 

and provided Lord & Taylor with payment information. In exchange, Plaintiff and the other 

Class members were entitled to have Lord & Taylor protect their Private Information with 

adequate data security.  

68. Lord & Taylor knew that Plaintiff and the other Class members conferred a 

benefit on Lord & Taylor. Lord & Taylor profited from Plaintiff’s and the other Class members’ 

purchases and used their Private Information for business purposes.  

69. Lord & Taylor failed to secure Plaintiff’s and the other Class members’ Private 

Information and therefore did not provide full compensation for the benefit the Plaintiff and the 

other Class members provided. Lord & Taylor inequitably acquired the Private Information 

because it failed to disclose its inadequate security practices. 

70. If Plaintiff and the other Class members knew that Lord & Taylor would not 

secure their Private Information using adequate security, they would not have shopped at Lord & 

Taylor stores. 

71. Plaintiff and the other Class members have no adequate remedy at law. 

72. Under the circumstances, it would be unjust for Lord & Taylor to be permitted to 

retain any of the benefits that Plaintiff and the other Class members conferred on it.  

73. Lord & Taylor should be compelled to disgorge into a common fund or 

Case 1:18-cv-00521-UNA   Document 1   Filed 04/05/18   Page 18 of 22 PageID #: 18



 

- 19 - 
 

constructive trust for the benefit of Plaintiff and the other Class members proceeds that it 

unjustly received from them. In the alternative, Lord & Taylor should be compelled to refund the 

amounts that Plaintiff and the other Class members overpaid. 

COUNT IV 
Negligence Per Se 

 
74. Plaintiff incorporates the preceding paragraphs as if fully set forth herein. 

75. Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting 

commerce,” including, as interpreted and enforced by the FTC, the unfair act or practice by 

businesses, such as Lord & Taylor, of failing to use reasonable measures to protect Private 

Information.  The FTC publications and orders described above also form part of the basis of 

Lord & Taylor’s duty in this regard. 

76. Lord & Taylor violated Section 5 of the FTC Act by failing to use reasonable 

measures to protect Private Information and not complying with applicable industry standards, as 

described herein. Lord & Taylor’s conduct was particularly unreasonable given the nature and 

amount of Private Information its stores obtained and stored, and the foreseeable consequences 

of a data breach at a retail chain as large as Lord & Taylor, including, specifically, the damages 

that would result to Plaintiff and Class members.   

77. Lord & Taylor’s violation of Section 5 of the FTC Act constitutes negligence per 

se.   

78. Plaintiff and Class members are within the class of persons that the FTC Act was 

intended to protect. 

79. The harm that occurred as a result of the Security Breach is the type of harm the 

FTC Act was intended to guard against. The FTC has pursued enforcement actions against 

businesses, which, as a result of their failure to employ reasonable data security measures and 
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avoid unfair and deceptive practices, caused the same harm as that suffered by Plaintiff and the 

Class. 

80. As a direct and proximate result of Lord & Taylor’s negligence per se, Plaintiff 

and the Class will suffer injuries, including: inability to use their debit or credit cards because 

those cards were cancelled, suspended, or otherwise rendered unusable as a result of the Security 

Breach; false or fraudulent charges stemming from the Security Breach, including but not limited 

to late fees charged and forgone cash back rewards; damages from lost time and effort to 

mitigate the actual and potential impact of the Security Breach on their lives including, inter alia, 

by placing “freezes” and “alerts” with credit reporting agencies, contacting their financial 

institutions, closing or modifying financial accounts, closely reviewing and monitoring their 

credit reports and accounts for unauthorized activity, and filing police reports and damages from 

identity theft, which may take months if not years to discover and detect, given the far-reaching, 

adverse and detrimental consequences of identity theft and loss of privacy. 

VII. DEMAND FOR JURY TRIAL 

 Plaintiff demands a trial by jury of all claims so triable. 

VIII. REQUEST FOR RELIEF 

WHEREFORE, Plaintiff, individually and on behalf of the other members of the Class 

proposed in this Complaint, respectfully request that the Court enter judgment in their favor and 

against Lord & Taylor, as follows: 

A. Declaring that this action is a proper class action, certifying the Class as requested 
herein, designating Plaintiff as Class Representative, and appointing Class 
Counsel as requested in Plaintiff’s motion for class certification; 

 
B. Ordering Lord & Taylor to pay actual damages to Plaintiff and the other members 

of the Class; 
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C. Ordering Lord & Taylor to pay punitive damages, as allowable by law, to Plaintiff 
and the other members of the Class; 

 
D. Ordering Lord & Taylor to pay attorneys’ fees and litigation costs to Plaintiff; 

 
E. Ordering Lord & Taylor to pay equitable relief, in the form of disgorgement and 

restitution, and injunctive relief; 
 
F. Ordering Lord & Taylor to pay both pre- and post-judgment interest on any 

amounts awarded; and 
 
G. Ordering such other and further relief as may be just and proper. 

 

 

 

Date: April 5, 2018     Respectfully submitted,  

Bernadette Beekman, individually and on 
behalf of all others similarly situated,  

 
  /s/ Ralph N. Sianni                               

       Ralph N. Sianni (DE ID #4151) 
ANDERSEN SLEATER SIANNI, LLC 

       2 Mill Road 
       Suite 202 
       Wilmington, DE 19806 
       Tel: (302) 510-8528 
       Fax: (302) 595-9321 
       rsianni@andersensleater.com 

        
       Janine Pollack*        
       Daniel Tepper* 
       WOLF HALDENSTEIN ADLER FREEMAN &  
       HERZ LLP 
       270 Madison Avenue 
       New York, New York 10016 
       Tel.: (212) 545-4600 
       Fax: (212) 686-0114 
       pollack@whafh.com 
       tepper@whafh.com  

 
       Ben Barnow* 
       Illinois Bar No. 0118265 
       Erich P. Schork* 
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       Illinois Bar No. 6291153 
       BARNOW AND ASSOCIATES, P.C.  
       One North LaSalle Street, Suite 4600 
       Chicago, IL 60602 
       Tel: (312) 621-2000 
       Fax: (312) 641-5504 
       b.barnow@barnowlaw.com 
       e.schork@barnowlaw.com 

 
* pro hac vice application forthcoming 
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