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GIYOUNG SONG  
AND EVE-CHRISTIE VERMYNCK

Discovery in the U.S.

Traditionally, U.S. litigation 
has favored broad civil dis-
covery, permitting litigants 
a wide berth to explore the 
factual underpinnings of their 
cases. Until its amendment 
in 2015, Federal Rule of Civil 
Procedure 26(b)(1) was read 
to empower litigants to obtain 
discovery with respect to any 
non-privileged matter provid-
ed it generally was “relevant” 
to a party’s claim or defense. 
However, partially in response 
to the burden associated with 
the exponential growth of 
electronic discovery, this rule 
as amended now underscores 
that discovery not only be rel-
evant, but also “proportional 
to the needs of the case.” Fed. 
R. Civ. P. 26(b)(1). Some state 
rules, including in New York’s 
Commercial Division, have fol-
lowed suit by emphasizing pro-
portionality in discovery.

In theory, this focus on pro-
portionality could result in 
discovery requests and produc-
tions that are more tailored to 
the issues and electronically 
stored information (ESI) in 
question. What potentially com-
plicates the process, however, 
is that relevant information can 
be mixed with certain additional 
data of both a business and 
personal nature; accordingly, 
even under a proportionate 
approach, that data may be 
swept up in a production. The 

U.S. legal system typically 
addresses any resulting pri-
vacy concerns with confiden-
tiality agreements or protective 
orders and in limited instances 
redactions, but this approach 
may still result in some per-
sonal information—that may 
not otherwise be relevant to 
the case—being reviewed and 
produced.

A new challenge to the 
bounds of U.S. discovery, 
therefore, will be addressing 
the intersection of discovery 
with the increased awareness 
and focus on privacy and data 
protection.

 General Data Protection 
Regulation

The European Union’s (EU) 
General Data Protection Regula-
tion (GDPR) became effective 
on May 25, 2018, and already is 
presenting a significant testing 
ground for how U.S. discovery 
can be reconciled with data 
protection requirements.

The GDPR addresses indi-
viduals’ “fundamental … right 
to the protection of personal 
data.” GDPR, art. 1(2). It covers 
the personal data of individu-
als in the European Economic 
Area (EEA) (data subjects) and 
any processing of personal data 
by organizations directly (data 
controllers) or those acting 
under written instructions of 
data controllers (data proces-
sors), even if the entity is not 
located in the EEA but provides 
goods and services to data sub-
jects in the EEA or monitors 
data subjects’ behavior taking 
place in the EEA. GDPR, art. 
3. As such, the GDPR impacts 
cross-border discovery sought 
in U.S. litigation because its 
requirements could reach par-
ties that are foreign organiza-
tions, or domestic entities with 
a presence abroad, that have 
relevant sources of information 
located in the EEA. Given the 
global economy, this scenario 
is increasingly common.

This article describes some 
of the primary ways in which 
U.S. practitioners engaging in 

cross-border discovery may 
encounter the GDPR’s require-
ments, but practitioners who 
may handle data covered by 
the GDPR would be well advised 
to understand the intricacies, 
and practical implications, of 
this comprehensive regulation.

Personal Data. As a thresh-
old matter, the GDPR defines 
“personal data” far more 
broadly than what typically is 
understood as personal infor-
mation in the United States and 
includes “any information relat-
ing to an identified or identifi-
able natural person,” such as “a 
name, an identification number, 
location data, an online identifi-
er” or “one or more factors spe-
cific to the physical, physiologi-
cal, genetic, mental, economic, 
cultural or social identity” of a 
person. GDPR, art. 4(1). At least 
some of this information may 
be included in such mundane 
places as the signature block 
of an email, a type 
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Privacy: What You 
Should Know About 
New Laws

T he increased focus on protecting personal privacy may pose 
a new challenge to the bounds of e-discovery in U.S. litigation 
as courts reconcile whether and how new data protection 

laws apply to a litigant’s obligation to produce relevant information.
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BY JULIA BRICKELL

Algorithms and the data sets 
on which they are trained 
are at the heart of today’s 
advanced tools; assessment 
of their impact (which under-
pins competent legal advice) 
requires specialized knowl-
edge that was never the sub-
ject of a law school syllabus.

Rule 1.1 of the ABA Model 
Rules of Professional Respon-

T he rapid evolution of tech-
nology—especially those 
that we label “intelligent” 

or “autonomous”—is presenting 
a growing challenge to the legal 
profession. Charged with the 
ethical imperatives to remain 
competent, to communicate, 
and to be candid, counsel are 
confronting a reality in which 
the impact and efficacy of AI and 
many analytics tools—including 
those used for e-discovery—are 
hidden in process opacity from 
even the most digitally sophis-
ticated. 

sibility has long mandated that 
we remain competent in our 
areas of practice. Lawyers 
therefore necessarily engage 
in continual learning. We mas-
ter enough about new subject 
matter to advise clients as their 
pursuits evolve (successfully or 

not) in new directions. Counsel 
often do that with the assistance 
of clients, who inform us about 
the services or products they 
are creating or buying or patent-
ing. They explain, for example, 
how a specified static pressure 
determined the size of the fan 
blades they sold their customer 
(now litigation opponent) for the 
cooling tower it was building. 
Clients help clarify the meaning 
of the technical documents the 

opponent delivers in discovery 
and collaborate in uncovering 
probative facts. And counsel, in 
turn, are charged with knowing 
enough about the law applicable 
to the client’s pursuits so as to 
provide advice that is competent 
(or to recognize when we need 
to enlist the assistance of those 
with necessary expertise). That 
paradigm has instilled in coun-
sel a confidence to tackle new 
subject matter and tools.

With the rapid and perva-
sive rise in the use of complex 
technology across our society, 
however, lawyers should dis-
pense with any belief that they 
can learn it all. This is increas-
ingly consequential as technol-
ogy generates more and more 
actionable decision guidance 
on which humans are prone to 
rely. Even lawyers who eschew 
technological areas of prac-
tice are feeling the undeniable 
influence of technology in their 
matters. Matrimonial lawyers 
are engaged by clients whose 
behavior on social media is in 
question. Real estate lawyers 
represent landlords who use 
algorithms to evaluate poten-
tial tenants. Criminal defense 
lawyers stand before sentenc-
ing judges who intend to con-
sider algorithmic assessments 
of defendant’s risk of recidivism. 
(See Wisconsin v. Loomis, 881 
N.W.2d 749 (Wis. 2016) for a 
chilling example.) Issues of bias 
emanating from the algorithms 

or training data embedded in 
today’s technologies are surfac-
ing as unintended consequences 
across the spectrum of human 
activity. (Read Ph.D. mathemati-
cian Cathy O’Neil’s book, Weap-
ons of Math Destruction—How 
Big Data Increases Inequality 
and Threatens Democracy, for 
pointed explication.)

We are squarely in an era 
when our clients are using—
and facing—applications with 
capabilities and implications 
they do not understand and 
cannot explain. So are we law-
yers. The need for the input of 
specialists, who understand how 
these technologies function and 
are “trained” and who can evalu-
ate and explain the results of 
their operation, is increasingly 
necessary to arm counsel with 
the facts needed for competent 
legal representation. (For those 
believing expertise doesn’t mat-
ter, recall In re Biomet M2a Mag-
num Hip (Implant Products Liabil-
ity) Litigation (MDL 2391), No. 
3:12-MD-2391, 2013 WL 6405156 
(N.D. Ind. Aug. 21, 2013), for 
example, in which a lack of sta-
tistical understanding led to the 
court’s belief that the .55 per-
cent to 1.33 percent of relevant 
data in the discard pile was 
reasonable, when in fact a full 
calculation reveals that it was 
likely that some 60 percent of 
all relevant data remained in the 
discard pile.) And it is only with 
such facts in hand 
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It is well past time for 
lawyers to put aside 
the notion that legal 
prowess is sufficient. 
Forward-thinking counsel 
must constantly inquire 
about the impact and 
efficacy of increasingly 
powerful technologies 
and align with those who 
have requisite expertise.
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The Impact of the California Consumer 
Privacy Act on E-Discovery
BY PAUL BOND,  
MARK S. MELODIA  
AND MARK FRANCIS

The Act confers no generalized 
private right of action. The CCPA 
does not directly modify any rule 
of evidence or civil procedure. 
Indeed, the Act acknowledges 
that the obligations to produce 
information under the Act, “shall 
not apply where compliance by 
the business with the title would 
violate an evidentiary privilege 
under California law,” Cal. Civ. 
Code 1798.145(b).

Nevertheless, the plaintiffs’ 
bar may attempt to use the 
access provisions of CCPA as a 
tool in their discovery arsenal. 
Litigators and compliance attor-
neys must work together against 
the rush to exploit the CCPA for 
liability purposes.

 The CCPA Will Create  
Honeypots of Personal 
Information

The CCPA imposes obligations 
on any business which collects 
and/or processes “personal infor-
mation” about “consumers” and 
meets certain additional financial 
criteria. In practice, a great many 
companies that operate in Califor-
nia or nationwide will be subject 
to the Act.

The Act vests rights in “con-
sumers,” natural individuals, 
resident in California as defined 
by state law. Cal. Civ. Code 
§1798.140(g). However, nothing in 
the Act expressly limits the term 
to those who obtain goods or 
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services from the company for 
personal, family, or household 
uses. Arguably, other individuals 
may be consumers, including, 
for example, employees.

In general, CCPA personal 
information means “informa-
tion that identifies, relates to, 
describes, is capable of being 
associated with, or could rea-
sonably be linked, directly or 
indirectly, with a particular con-
sumer or household.” Cal. Civ. 
Code §1798.140(o). The term is 
broad.

The Act gives numerous 
examples. “Personal informa-
tion” under the CCPA includes 
the typical data breach fare, such 
as name plus SSN, 

T he California Consumer 
Privacy Act of 2018 (CCPA) 
comes into force on Jan. 1, 

2020. The CCPA enshrines the 
“right of Californians to know 
what personal information is 
being collected about them,” 
and “to access their personal 
information” after it is collected.
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prior marking of documents as 
“attorney work product.”

While hindsight may be 20-20, 
Guideline 5 counsels against judg-
ing preservation decisions in that 
manner. Instead, they should be 
evaluated “based on the good 
faith and reasonableness of the 
decisions (including whether a 
legal hold is necessary and how 
it should be implemented) at the 
time they were made.” While an 

adversary may seek to challenge a 
decision using later-acquired infor-
mation, the Commentary should 
serve as a reminder to judges that 
parties are not capable of preser-
vation clairvoyance.

 Appropriate Scope of the 
Legal Hold

Once an organization deter-
mines that it has a duty to pre-
serve, Guideline 6 explains that 

it should identify and, in most 
circumstances, notify custodians 
likely to have relevant informa-
tion, and it should do so propor-
tionately and “as soon as is prac-
ticable.” Although perfection is 
not required, an organization 
should “consider the sources of 
information within its ‘posses-
sion, custody, or control’ that 
would likely include discover-
able information.” As part of this 
exercise, organizations should 
consider providing notice to 
third parties in possession of 
information that remains under 
the organization’s control.

Per Guideline 7, “[f]actors that 
may be considered in determin-
ing the scope of information that 
should be preserved include the 
nature of the issues raised in 
the matter, the accessibility of 
the information, the probative 
value of the information, and the 
relative burdens and costs of 
the preservation effort.” If, as is 
often the case, prior agreement 
with an adversary is not feasible, 
organizations should apply their 
best judgment considering all of 
the circumstances, including the 
cost to preserve, the number of 
custodians, the type of informa-
tion at issue, and the temporal 
scope of the dispute. For instance, 
a party may reasonably decline 
to preserve inaccessible sources 
if it concludes—as is often true 
with disaster-recovery backup 
tapes—that the burdens and costs 
of preservation are disproportion-
ate to those sources’ potential 
value. Likewise, absent compelling 
circumstances, Sedona counsels 
against an expectation of preser-
vation when organizations have 
made good-faith decisions not to 
retain instant messages, voice-
mails or other transient/ephem-
eral data in the ordinary course.

The Legal Hold Notice

While verbal notice might 
theoretically be sufficient in lim-
ited contexts, a formal, written 
legal hold notice is almost always 
best. In that regard, Guideline 8 
provides that “such a notice is 
most effective when the organi-
zation identifies the custodians 
and data stewards most likely to 
have discoverable information” 
and when the notice:

• uses language understand-
able to all types of recipients
• instructs recipients on how 
to comply and who can help
• requires recipients to con-
firm receipt and compliance
• addresses technological 
nuances that could impede 
preservation (e.g., auto-
delete functionality)
• is periodically reviewed 
and amended
• is followed up with peri-
odic reminders.
Conceivably, if the informa-

tion encompassed by the duty 
to preserve is already maintained 
under an organization’s informa-
tion governance or record reten-
tion policy, a written legal hold 
notice may be redundant, but 
issuing one might nonetheless 
be considered the most prudent 
course of action.

Organizat ions may also 
choose, consistent with Guide-
line 9, to document the proce-
dures and reasoning behind a 
particular legal hold. The think-
ing here is that a party can best 
defend the contours of a legal 
hold by citing contemporane-
ous documentation showing 
when, why and how it was put 
into place. A party should not 
prepare memoranda, however, 
that it is unwilling to disclose 
in court should the need arise.

While Guideline 9 is optional, 
Guideline 10, which advocates 
for regular monitoring and over-
sight of legal holds, is important 
on most matters. This monitor-
ing can take several forms, from 
issuing reminder notices, to con-
ducting compliance training, to 
revisiting the scope of the hold 
as the matter shifts over time.

With so much attention paid 
to getting legal holds right, too 
little time is spent making sure 
they are lifted, or released, when 
the duty to preserve has lapsed. 
Guideline 11 reminds litigants 
that any legal hold process 
should “include provisions for 
releasing the hold upon termi-
nation of the duty to preserve,” 
thus permitting the organization 
to resume its standard document 
retention policies. As part of 
their information governance 
efforts, organizations should 
consider conducting periodic 
audits to identify information 
no longer subject to hold, being 
careful to cross-check custodi-
ans and data sources against 
other ongoing legal holds to 
avoid the inadvertent loss of dis-
coverable information in those  
matters.

Data Protection Laws

The implementation of the EU’s 
GDPR in May 2018, with its harsh 
penalty structure, has served as 
a stark reminder to U.S. litigants 
that they do not operate in a 
vacuum. Guideline 12 rightfully 
warns organization to “be mindful 
of local data protection laws and 
regulations when implementing 
a legal hold and planning a legal 
hold policy outside of the United 
States.” Under the GDPR, preserv-
ing EU data subjects’ personal 
data longer than would otherwise 
be required likely constitutes data 
processing, which is only per-
missible pursuant to narrowly 
drawn exclusions. To minimize 
conflicts, the Commentary sug-
gests a tiered approach to pres-
ervation in the United States and 
elsewhere, limiting the extrater-
ritorial scope of preservation to 
data that is unique and necessary 
for the specific purpose of the liti-
gation, and only for the period  
necessary.

An organization can best satis-
fy its preservation obligations by 
conducting the thoughtful analy-
sis described in the Sedona Com-
mentary. While not every case 
will require the full spectrum 
of best practices contemplated 
therein, organizations should 
take the opportunity to vet 
their existing procedures against 
these 12 guidelines, refining their 
policies where appropriate.

BY JASON LICHTER  
AND MATT HAMILTON

What has not changed, however, is 
the pivotal role of good-faith, rea-
sonable document preservation 
efforts in avoiding downstream 
discovery disputes. In recognition 
of the continued importance of 
sound legal hold procedures, the 
Sedona Conference—an influential 
e-discovery think tank composed 
of jurists, lawyers (from both 
sides of the aisle), academics 
and other experts in the field—
recently published for public 
comment its Commentary on 
Legal Holds, Second Edition: The 
Trigger & The Process. The Com-
mentary sets forth 12 guidelines, 
each supported by case law and 
accompanied by illustrations, 
to help parties meet their duty 
to preserve “discoverable infor-
mation,” which is defined as 
“information that is relevant to 

the parties’ claims and defenses 
and proportional to the needs of 
the case.” The Commentary also 
provides pragmatic suggestions 
for establishing preservation 
procedures, addresses the ten-
sion between preservation obli-
gations and data protection laws 
(most notably the EU’s General 
Data Protection Regulation), and 
offers best practices for the even-
tual release of legal holds. Below 
we highlight the key provisions of 
the guidelines, emphasizing how 
parties can put each to practical 
use to create an effective and 
defensible preservation program.

The Preservation Trigger

The touchstones of the duty to 
preserve are “reasonable antici-
pation” or, stated another way, 
“reasonable foreseeability.” In 
Guideline 1, Sedona defines these 
concepts as “notice of a credible 
probability that [an organization] 
will become involved in litigation, 
seriously contemplates initiating 
litigation, or when it takes specific 
actions to commence litigation.” 
Emphasis should be placed on the 
phrase credible probability—the 
mere possibility of litigation, with-
out more, is typically not enough 
to trigger the duty to preserve. 
But those contemplating filing suit 
should be mindful that seeking 
the advice of counsel or sending 
a cease-and-desist letter may very 
well be sufficient to mandate an 
accompanying legal hold.

Guideline 2 instructs that, 
should a party’s preservation deci-
sions later be subject to challenge, 
it may be easier to demonstrate 

reasonableness and good faith if 
that party adhered to “explicit 
and consistent policies and pro-
cedures to guide compliance with 
its preservation obligations.” Hav-
ing a procedure for determining 
whether a duty to preserve has 
attached can help ensure that the 
decision is made in a defensible 
manner. While the process will 
vary based on the size and nature 
of each entity, the key is to fol-
low your process and memorialize 
your adherence to it (but be mind-
ful that your documentation may 
eventually have to be disclosed, 
if not to your adversary, then for 
in camera review).

To help promote the reporting 
of facts that could bear upon the 
duty to preserve trigger, Guide-
line 3 suggests that organizations 
adopt procedures “for reporting 
information relating to possible 
litigation to a responsible deci-
sion maker.” The threshold for 
reporting should be calibrated 
to “discourage spurious or trivial 
reports, while still encouraging 
the candid flow of information.” 
Individuals within an organiza-
tion should be trained on how 
to follow the procedure, and its 
effectiveness should be evalu-
ated periodically. After receiving 
a report, organizations’ desig-
nated decision makers must then 
embark on a multifactor analysis 
to decide whether the duty to 
preserve has in fact been trig-
gered. Among the many factors 
that could inform this inquiry are 
the nature of the threat, the entity 
making it, press or industry cover-
age, knowledge of similar claims, 
retention of counsel, and even the 

J ust over three years have 
passed since the December 
2015 amendments to the 

Federal Rules of Civil Procedure. 
In that time, courts have grown 
increasingly comfortable with the 
amended Rules’ emphasis on pro-
portionality and overhauled spo-
liation regime. 
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The Commentary also 
provides pragmatic 
suggestions for estab-
lishing preservation 
procedures, addresses 
the tension between 
preservation obligations 
and data protection laws, 
and offers best practices 
for the eventual release of 
legal holds.

of ESI that necessarily would be 
produced in many cases.

Processing Personal Data: The 
GDPR governs “processing” of per-
sonal data, which covers a wide 
range of actions, including “col-
lection, recording, organisation, 
structuring, storage, adaptation 
or alteration, retrieval, consulta-
tion, use, disclosure by transmis-
sion, dissemination or otherwise 
making available, alignment or 
combination, restriction, erasure 
or destruction.” GDPR, art. 4(2).

In terms of U.S. discovery of 
GDPR protected data, process-
ing encompasses, at a minimum, 
collection, review, deletion, pro-
duction and cross-border trans-
fer of that data. Under the GDPR, 
personal data must be processed 
“lawfully, fairly and in a transparent 
manner” and in accordance with 
the data minimization principle, 
which requires that processing 
be “adequate, relevant and limited 
to what is necessary in relation to 
the purpose” for which the data is 
processed. GDPR, art. 5(1). There 
are six lawful bases for processing, 
including consent, where it is nec-
essary for the legitimate interests 
of a data controller or third party, 
compliance with a legal obligation 
or a contractual obligation. GDPR, 
art. 6(1).

Notably, litigants may have a 
legitimate interest in accessing 
information that is necessary 
to make or defend a legal claim, 
subject to demonstrating that the 
data subject’s privacy rights do 
not override the litigant’s legiti-
mate interests in processing the 
data. Moreover, corporations may 
have a legitimate interest in con-
ducting internal investigations and 
in responding to government inves-
tigations. Where special categories 
of personal data are present—such 

as data that reveals racial or eth-
nic origin, political, religious or 
philosophical beliefs, or health 
or biometric data—litigants also 
will be required to fulfill additional 
conditions.

In exceptional circumstances, 
consent by the data subject can 
serve as a basis for processing, 
but it must be a “freely given, spe-
cific, informed and unambiguous 
indication of the data subject’s … 
agreement to the processing of 
personal data.” GDPR, art. 4(11). 
Consent should be relied on cau-
tiously because (1) it is unlikely to 
be valid in the common employer 
and employee context due to an 
imbalance of power and (2) if a 
data subject does not consent 
(or later withdraws consent), the 
litigants can no longer process the  
data.

Practitioners should be aware 
of the GDPR’s heightened transpar-
ency requirements. Data subjects 
must be provided with notice of 
the intended processing activity, 
which should be communicated 
to data subjects prior to process-
ing any of their personal data. 
The notice must be “concise, 
transparent, intelligible,” in “clear 
and plain language,” and may be 
incorporated directly or by refer-
ence into legal hold notices. GDPR,  
art. 12(1).

Transferring Personal Data. 
There are additional requirements 
for the cross-border transfer of per-
sonal data outside of the EEA, such 
as to the United States for use in 
a litigation. Generally, transfer is 
only permitted to a country that 
the European Commission (EC) 
has designated as providing an 
adequate level of protection, or 
through a valid transfer mecha-
nism providing for appropriate 
safeguards. The EC does not con-
sider the United States to offer an 
adequate level of protection, so 
impacted parties must make the 
transfer to the United States sub-

ject to appropriate safeguards or 
rely on one of the legal exceptions 
or “derogations.” GDPR, arts. 46, 
47 and 49. In some cases, organi-
zations transferring data may rely 
on appropriate standard contract 
clauses or the EU-U.S. Privacy 
Shield, a framework allowing U.S. 
companies that have aligned 
with certain provisions of the 
GDPR to self-certify and transfer 
data from the EEA to the United 
States.

Explicit consent by the data sub-
ject can be a basis for transferring 
data to a country that is not consid-
ered by the EC to offer an appropri-

ate level of protection, but, as with 
processing, this method should be 
used cautiously. Moreover, deroga-
tions to the transfer requirements 
should only be relied upon spar-
ingly and in addition to other safe-
guards, if applicable.

Potential Fines. The GDPR is 
notable in terms of the fines it 
prescribes for violation: up to €20 
million (approximately $23.5 mil-
lion) or 4 percent of the violating 
company’s total annual global rev-
enue, whichever is higher. GDPR, 
art. 83(5). The GDPR also grants 
individuals the right to compensa-
tion for material and non-material 
damage caused by a data control-
ler’s or processor’s breach of the 
GDPR requirements, as well as 
discretion for EEA countries to 
legislate for additional criminal 
sanctions for infringements.

The threat of these penalties, 
even if remote, makes it even more 

crucial to understand, and comply 
with, the GDPR in the context of 
cross-border discovery.

 Protections in Other  
Jurisdictions

A number of other jurisdictions, 
including in the United States, also 
have passed privacy and data pro-
tection laws which may impact dis-
covery of covered data.

U.S. Jurisdictions. On June 28, 
2018, California became the first 
state to enact comprehensive 
data protection legislation with 
the California Consumer Privacy 

Act of 2018 (CCPA), Cal. Civ. Code 
§§ 1798.100 to 1798.199, which will 
become operative in approximately 
one year, on January 1, 2020. Like 
the GDPR, the CCPA has an expan-
sive definition of covered personal 
information for California resi-
dents. The CCPA applies to busi-
nesses that, among other things, 
do business in California with 
annual gross revenue exceeding 
$25 million, as well as certain ser-
vice providers processing personal 
information on behalf of a covered 
company. The CCPA focuses on the 
sale of personal information and 
includes giving consumers the 
right to know specifics about the 
personal information a business 
has collected from them and to 
have that personal data deleted. 
The CCPA prescribes that in case 
of any conflict with another Cali-
fornia law, the law that affords the 
greatest privacy protections shall 

control. The CCPA also instructs 
that the new law “shall be liber-
ally construed to carry out its 
purposes.”

Notably, although the U.S. does 
not have comprehensive national 
data protection legislation, in 
mid-January 2019, a new bill was 
introduced in Congress aimed at 
creating federal privacy standards 
in the context of consumer protec-
tion, which could (if enacted) pre-
empt state laws such as the CCPA. 
Laws such as these might impact 
the preservation, collection and 
production of personal information 
for e-discovery purposes.

Foreign Jurisdictions. Laws 
that may impact the process-
ing and transfer of data exist in 
foreign jurisdictions in addition 
to the EU—including in Canada, 
Latin America, and Asia. As but 
one example, Brazil’s first General 
Data Protection Law, which goes 
into effect in February 2020, applies 
not only to companies that collect 
or process data in Brazil but also 
extraterritorially to companies 
that process data related to per-
sons in Brazil or for the purpose of 
offering goods or services in Bra-
zil. Therefore, when conducting 
cross-border discovery in these or 
other jurisdictions, privacy or data 
protection requirements should be 
carefully considered.

 Reconciling U.S. Discovery 
Rules and Various Data  
Protection Laws

Undoubtedly, U.S. courts will 
continue to examine the breadth 
of permissible discovery and bal-
ance it against the need to protect 
personal privacy, particularly as 
electronic data and the technology 
that handles it proliferate.

However, how U.S. courts spe-
cifically will enforce discovery 
rules in response to the breadth 
of the GDPR requirements or new 
national privacy legislation may be 

somewhat unchartered territory. 
In reconciling foreign data pro-
tection laws with U.S. discovery 
rules, courts have, to date, applied 
a balancing test the U.S. Supreme 
Court established in its 1987 deci-
sion, Société Nationale Industrielle 
Aerospatiale v. U.S. District Court 
for the Southern District of Iowa, 
which held that a French blocking 
statute did not preclude American 
courts from ordering discovery 
from a party subject to U.S. juris-
diction. 482 U.S. 522 (1987). More 
recently, courts have continued 
to hold that the interests of U.S. 
discovery outweigh foreign data 
protection laws. See, e.g., Royal 
Park Invs. SA/NV v. HSBC Bank 
USA, N.A., No. 14 Civ. 8175, 2018 
WL 745994 (S.D.N.Y. Feb. 6, 2018) 
(Belgian Data Privacy Act); Knight 
Capital Partners Corp. v. Henkel AG 
& Co., 290 F. Supp. 3d 681 (E.D. 
Mich. 2017) (German Data Protec-
tion Act); Laydon v. Mizuho Bank, 
Ltd., 183 F. Supp. 3d 409 (S.D.N.Y 
2016) (EU privacy laws). In a differ-
ent test of privacy concerns, the 
New York Court of Appeals, while 
recognizing privacy rights, has held 
that photographs and information 
posted under a privacy setting on 
Facebook were material and nec-
essary evidence subject to civil 
discovery. Forman v. Henkin, 30 
N.Y.3d 656 (2018).

In one of the first cases involv-
ing the GDPR since it became effec-
tive, Microsoft recently argued that 
retention and production of data 
relevant in a patent infringement 
case “raises tension” with the 
GDPR and would require burden-
some steps to anonymize the per-
sonal data. Corel Software, LLC v. 
Microsoft Corp., No. 2:15-cv-00528, 
2018 WL 4855268, at *1 (D. Utah 
Oct. 5, 2018). Nonetheless, the 
court ordered retention and pro-
duction, finding that the benefit of 
the data, which was relevant and 
proportional, outweighed the bur-
den or expense of compliance.

New Laws
« Continued from page 9 

Undoubtedly, U.S. courts will continue to examine 
the breadth of permissible discovery and balance 
it against the need to protect personal privacy, 
particularly as electronic data and the technology 
that handles it proliferate.
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Campbell conducted a comity 
analysis and found that all factors 
in the Ninth Circuit test weighed, 
to varying extent, in favor of pro-
ceeding under the Hague Evidence 
Convention.

Two things in particular stand 
out in this decision: one con-
cerns the specific provisions of 
the Hague Evidence Convention 
invoked by the French defendant; 

and the other is Judge Campbell’s 
assessment of the relative interests 
of the United States and France.

Reported cases of parties seek-
ing to invoke the Hague Evidence 
Convention generally concern the 
Letters of Request procedures 
described in Chapter I. The 
Supreme Court’s description in 
Aérospatiale of these procedures 
as being too slow, burdensome, 
uncertain and costly to be gener-
ally appropriate has commonly 
been adopted by other courts.

However, in addition to this 
avenue, the Hague Evidence 
Convention’s Chapter II provides 
means for facilitating discovery 
by Diplomatic Officers, Consular 
Agents and Commissioners. In par-
ticular, Article 17 permits a duly-
appointed commissioner to “take 
evidence in the territory of a Con-
tracting State in aid of proceed-
ings commenced in the courts of 
another Contracting State,” pro-
vided that a competent authority 
in the State where evidence will be 
taken gives permission, and that 
the commissioner complies with 
the authority’s conditions.

Under Chapter II, the U.S. court 
appoints a commissioner and then 
application is made to the Minis-
try of Justice in France to formally 
authorize the appointment. In Salt 
River, the French defendant rep-
resented that the appointment 
should take about 60 days and 
that discovery would then pro-
ceed swiftly. The French defen-
dant had positioned the process 
to move forward by identifying an 
independent French attorney and 
submitting a formal request form 
to the court which, once granted, 
could be translated and provided 
to the French Ministry.

Moreover, the defendant rep-
resented that the scope of dis-
covery would not likely be sub-
stantively limited and offered to 
bear all associated costs. Judge 
Campbell noted the French defen-
dant’s early identification of and 
consistent position on the issue, 
and that the proposed timing fell 
within the expedited discovery 
schedule under the court’s man-

datory initial discovery pilot.
In assessing competing national 

interests in requiring or prohib-
iting discovery, Judge Campbell 
considered whether important 
national interests or policies 
would be affected. He noted the 
United States’s interests in vindi-
cating plaintiff rights and in fair 
party discovery would not likely 
be impaired by using the Hague 
Evidence Convention where the 
defendant agreed to the expedited 
Chapter II proceedings. He also 
noted that the court retained the 
power to order discovery under 
the federal rules.

In enacting its Blocking Statute, 
the court ruled, France “expressed 
an emphatic sovereign interest in 
controlling foreign access to infor-
mation within its borders, and in 
protecting citizens from foreign 
discovery practices it views as 
antithetical to French legal cul-
ture.” Id. at *4 (citation omitted). 
Unlike the U.S. interest, the French 
interest could be impaired if the 
court ordered discovery. Accord-
ingly, the court found that this fac-
tor weighed in favor of using the 
Hague Evidence Convention.

The Salt River case illustrates 
that with timely, effective advoca-
cy, cross-border discovery under 
the Hague Evidence Convention 
may be accommodated within an 
expedited discovery schedule, a 
major obstacle cited by courts 
in the past. If parties know that 
cross-border discovery is likely, 
arrangements under the Hague 
Convention can get underway 
while the U.S. court is consider-
ing discovery motions.

BY DENISE E. BACKHOUSE  
AND PHILIP M. BERKOWITZ

These laws may include general 
“blocking statutes”, like those 
found in France and Switzer-
land, which were designed spe-
cifically to restrict or prohibit 
cross-border data transfers and 
U.S.-style discovery practices. 
Other sector-specific laws, such 
as banking secrecy statutes and 
health care and telecom laws, 
and data protection laws such 
at the EU’s General Data Protec-
tion Regulation (GDPR), may also 
restrict a party’s ability to transfer 
data and disclose it in the United 
States. Where this circumstance 
occurs, a responding party must 
find ways to balance its compet-
ing legal obligations to produce 
for discovery on one hand, but to 
decline to produce on the other.

A recent decision of the U.S. 
District Court for the District of 
Arizona provides a creative way 
of facilitating this process.

Blocking statutes and data 
protection laws often provide 
that discovery may neverthe-
less proceed under an applicable 
international treaty. The Hague 
Evidence Convention (Hague 
Convention of March 18, 1970 on 
the Taking of Evidence Abroad in 
Civil or Commercial Matters, 23 
U.S.T. 2555, T.I.A.S. No. 7444) to 
which the United States is a signa-
tory presents a potential means 
of compliance.

However, under U.S. case law 
international treaties like the 
Hague Evidence Convention are 
rarely deemed to be available for 
conducting party discovery. Since 
the U.S. Supreme Court’s 1987 
holding in Aérospatiale (Société 
Nationale Industrielle Aérospa-
tiale v. U.S. Dist. Ct. for S. Dist. 
of Iowa, 482 U.S. 522 (1987)) that 
Hague Evidence Convention pro-
cedures are not mandatory but 
only permissive, U.S. courts have 
conducted particularized comity 

analyses to determine whether 
it is nevertheless appropriate to 
allow discovery to proceed under 
the Hague Evidence Convention 
rather than U.S. civil procedure 
rules in a given case.

In weighing factors favoring 
and against using the Hague Evi-
dence Convention, courts have 
generally emphasized the fifth 
factor in the comity analysis out-
lined in Aérospatiale: “the extent 
to which noncompliance with the 
request would undermine impor-
tant interests of the United States, 
or compliance with the request 
would undermine important 
interests of the state where the 
information is located.”

Overwhelmingly, courts have 
found that the U.S. interest in 
allowing discovery outweighs any 
countervailing foreign sovereign’s 
concerns. New York federal courts 
have generally ordered that dis-
covery proceed under U.S. rules. 
See, e.g., Strauss v. Credit Lyon-
nais, S.A., 249 F.R.D. 429, 400 
(E.D.N.Y. 2008) (denying bank’s 
motion for a protective order that 
would have compelled plaintiffs 
to obtain discovery under the 
Hague Evidence Convention or 
excused discovery under France’s 
banking secrecy laws); Catalano v. 
B.M.W. of North America, 2016 WL 
3406125 (S.D.N.Y. June 16, 2016) 
(international comity consider-
ations did not warrant proceed-
ing under the Hague Evidence 
Convention where assertions that 
discovery would violate German 
law were too vague to establish a 
conflict; ordering parties to meet 
and confer in order to narrow 
the scope plaintiff’s overbroad 
discovery demands); Laydon v. 
Mizuho Bank, 183 F. Supp. 3d 409 
(S.D.N.Y. April 29, 2016) (comity 
analysis weighed against requir-
ing use of the Hague Evidence 
Convention where discovery 
would allegedly violate the U.K. 
Data Protection Act and banking 
secrecy laws).

This has been especially true 
where the conflicting foreign law 
at issue is a so-called “blocking 
statute” that places a general ban 
on providing disclosure in foreign 

proceeding. One such law that 
has received little deference in 
the United States is French Penal 
Code Law No. 80-538, commonly 
referred to in the United States 
as the “French blocking statute.” 
For a roundup of such case law, 
see Pierre Grosdidier, The French 
Blocking Statute, the Hague Evi-
dence Convention, and the Case 
Law: Lessons for French Parties 
Responding to American Discov-
ery, 50 Tex. Int’l L. J 11 (2014).

In a unique approach to the 
issue, one federal district court 
recently ruled that discovery 
from a French party could proceed 
under the Hague Evidence Conven-
tion. In Salt River Project v. Trench 
France SAS, 2018 WL1382529 (D. 
Az., March 19, 2018), Judge David 
Campbell accepted the French 
defendant’s representation that 
providing discovery from sources 
in France would cause it to violate 
the French blocking statute, which 
provides that: “[subject to treaties 
or international agreements and 
applicable laws and regulations, 
it is forbidden for any person, to 
request, search or communicate 
under written, oral, or any other 
form, documents or information of 
an economic, commercial, indus-
trial, financial, or technical nature 
for the purpose of constituting 
evidence for or in the context of 
foreign judicial or administrative 
proceedings.” Salt River, at*1.

The court also accepted that 
penalties for violation included 
up to 6 months of jail time and up 
to €90,000 in fines. In granting the 
French defendant’s motion over 
the plaintiff’s objections, Judge 

W ith workforce globalization and modern data management 
practices, it is increasingly likely that U.S. litigants will face 
demands for discovery of evidence from data sources such 

as electronic records and documents that reside outside of the United 
States. However, a party producing documents in response to U.S.-
issued discovery demands risks violating foreign laws that prevent 
this discovery.
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Overwhelmingly, courts 
have found that the U.S. 
interest in allowing 
discovery outweighs any 
countervailing foreign 
sovereign’s concerns. New 
York federal courts have 
generally ordered that 
discovery proceed under 
U.S. rules.

driver’s license number, passport 
number, payment card information, 
bank account numbers, and any 
other financial information, medi-
cal information, or health insur-
ance information. But the CCPA 
goes much further. It includes, for 
example, the history of purchas-
es made or considered as well as 
information about how a consumer 
interacted with a given website or 
ad. The CCPA regulates biomet-
ric information and geolocation 
data. No human sense is beyond 
the interests of the CCPA—per-
sonal information may include 
audio, electronic, visual, thermal, 
olfactory, or similar information. 
Education or employment-related 
information can be “personal infor-
mation.” Lastly, to the extent that 
a company has used any of the 
above to draw inferences about 
a consumer, that too is personal 
information. The CCPA covers any 
“profile about a consumer reflect-
ing the consumer’s preferences, 
characteristics, psychological 
trends, predispositions, behavior, 
attitudes, intelligence, abilities, 
and aptitudes.” Cal. Civ. Code 
§1798.140(o).

Taken together, this personal 
information encompasses virtu-
ally every aspect of the company-
consumer relationship.

Such a “consumer” has the right 
to demand “[t]he specific pieces of 
personal information” the company 
has collected about that consumer 
in the past 12 months, as well as 
the instances and circumstances 
under which that information has 
been shared with third parties. Cal. 
Civ. Code §1798.110(a)(5).

The company must make avail-
able a toll-free number and a web-
site address for such requests. 
§1798.130(a)(1). Within 45 days 
of the request, the business must 
“disclose and deliver the required 
information to a consumer free of 
charge.” Cal. Civ. Code §1798.130(a)
(2). This time period may be 
extended once by an additional 
45 days when reasonably neces-
sary. Cal. Civ. Code §1798.130(a)(2). 

“The disclosure shall … be made 
in writing and delivered through 
the consumer’s account with the 
business … or by mail or electroni-
cally at the consumer’s option … 
in a readily useable format that 
allows the consumer to transmit 
this information from one entity to 
another entity without hindrance.” 
Cal. Civ. Code §1798.130(a)(2).

 The CCPA Will Allow for  
Pre-Suit Discovery

Normally, a would-be plaintiff 
must file a complaint to obtain 
discovery. As a result, initial com-
plaints tend to be limited to the 
facts that are readily ascertainable 
to the plaintiff, as well as informed 
speculation. A consumer may spec-
ulate, for example, that a mobile 
application is location tracking 
and sharing it with third parties. 
An employee may guess that their 
employer has created internal pro-
filing which has unfairly kept them 
from promotion at work. Someone 
calling a helpline may believe that 
calls are being recorded without 
any disclosures. But, in most cases, 
these would-be plaintiffs approach 
the complaint stage with the barest 
rudiments of facts.

Starting Jan. 1, 2020, the tables 
are turned. The consumer can 
write or call toll-free and obtain a 
year’s worth of “personal informa-
tion.” The app provider would have 
to say, yes, we collected your geo-
location information and shared it, 
or, we didn’t. The employer would 
have to disclose its data collection 
and profiling, including the specific 
segments of profiling applied to 
the requester. The helpline would 
have to disclose any audio tapes 
made. All of this can be obtained—
and added to the complaint as an 
exhibit or admission—without 
the need for the identification 
and deposition of a records cus-
todian or person most knowledge-
able, or serving a single document  
demand.

While a business can require 
an administrative fee if requests 
“are manifestly unfounded or 
excessive, in particular because 
of their repetitive character,” Cal. 
Civ. Code §1798.145(g)(3), the 

business must demonstrate the 
burden. If a business keeps records 
in normal course, the CCPA seem-
ingly will often compel produc-
tion. Ideally, this sort of pre-suit 
transparency should benefit both 
sides by sharpening and clarifying 
what is truly in dispute. In prac-
tice, making so much informa-
tion available beforehand may 
only serve to fill up kitchen sink  
complaints.

 CCPA Compliance Efforts 
May Set the Table for Class 
Action Attacks

The CCPA could change class 
action litigation profoundly. Gen-
erally speaking, a court will only 
certify a litigation class action if 
class membership can be ascer-
tained through readily-available 
means. Partial records, fragmen-
tary data, disconnected systems 
have all helped defendants by 
creating a chaos not easily tamed. 
Many putative class actions have 
failed to be certified because, for 
example, it was not possible to 
tell which person made what pur-
chase, or who saw what disclosure, 
or whether a given person talked 
with a sales representative within 
a relevant period. No “easy button” 
existed to pull together disparate 
databases.

From the point of view of class 
action counsel, the efforts that 
companies make to comply with 
CCPA data access requests may 
change all that. The same infor-
mation that will satisfy mandato-
ry CCPA responses to individuals 
may hold the key to systematically 
identifying putative class members. 
The data may also determine the 
potential for adequate notice, the 
predominance of common issues, 
and the ability to readily ascertain 
damages.

Of course, parties seeking to 
certify a class action will retain all 
their usual discovery options, but 
the CCPA may provide one more. 
The CCPA allows representatives to 
make requests for access on behalf 
of consumers. “Class action coun-
sel” typically assert that they rep-
resent each and every class mem-
ber, even before a class is certified. 

Could class action counsel submit 
CCPA requests en masse for puta-
tive class members? Much remains 
to be determined.

 Corporate Counsel Must 
Act Now to Minimize CCPA 
Litigation-Related Risk

First, understand the CCPA’s 
requirements, and what impact 
they will have on litigation and dis-
covery. Stay informed about chang-
es in the law or rules issued by the 
California Attorney General, as they 
may impact how the law will be 
interpreted and implemented.

Second, before applying CCPA-
required changes nationwide, 
factor in the risk of making things 
too easy—nationwide—for puta-
tive class counsel. This is easier 
said than done, as many organiza-
tions engaging in expensive opera-
tional changes for GDPR and CCPA 
compliance will have a competing 
interest in extending changes to 
other states in view of likely addi-
tional state legislation and possible 
federal privacy standards finally 
emerging in 2019.

Third, reconsider current reten-
tion practices and double down on 
defensible deletion efforts. The 
CCPA will be giving plaintiffs an 
X-ray machine to view detailed 
facts before filing a complaint. 
Class counsel will also say that the 
changes made by companies look-
ing to comply with the CCPA have 
effectively built a system capable 
of sorting for class purposes. The 
CCPA does not require you to keep 
any data which you should other-
wise delete; what is deleted cannot 
be produced.

Fourth, ensure that your CCPA 
production protocol does not pro-
duce more than is requested. Each 
additional piece of information vol-
unteered can later be used against 
you. At the same time, prepare to 
defend your response in court.

Fifth, make sure there is some 
level of human visibility into the 
CCPA data access process. Look 
at the frequency of demands, the 
topics, who is making the requests, 
and specificity demanded. These 
may be the warning tremors of 
litigation to come.

California
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that a lawyer can accurately com-
municate to their client potential 
legal risks and choices—or speak 
with due candor to a court, or be 
fair to an opponent (ABA Model 
Rules 1.4, 3.3, 3.4).

The problem is no less acute 
for lawyers engaged in e-discov-
ery. First, in the case of discov-
ery tools, our clients were not the 
creators and generally are not the 
technical experts in their use; 
unlike in other practice areas, 
our clients cannot elucidate the 
technology or its impact. Indeed, 
they often look to the lawyers for 
that guidance.

Second, perhaps because dis-
covery used to be a manual pro-
cess in which lawyer eyes were 
the tool of choice, lawyers have 
been slow to grasp that the many 
phases of discovery involve tech-
nical processes in which the tools 
of choice need to be operated by 
those with the right technical 
expertise. We know from studies 
conducted under the auspices of 
the National Institute of Standards 
and Technology a decade ago that 
the results of e-discovery review 
tools and methods can vary dra-
matically, and that the results 
vary in part with the expertise 
with which they are deployed (see 
https://trec-legal.umiacs.umd.
edu/). The need for expertise is 
only increasing with the rise in the 
complexity of both data and tools.

New Guidance

There is growing recognition 
that new guidance in navigating 
this evolving technological ter-
rain is necessary, and it is begin-
ning to emanate from a variety of 
sources. The ABA has attempted 
to propel lawyers into this fast-
changing era, calling out the need 
for lawyers to “keep abreast of the 
benefits and risks associated with 
relevant technology” (ABA Model 
Rule 1.1, comment 8). Being aware 
of benefits and risks is only one 
step; knowing how to evaluate 
and respond is another.

More recently, the International 
Organization for Standardization 
issued standards for e-discovery 
(ISO/IEC 27050-3:2017 Code of 
Practice for Electronic Discovery). 
Deferring in full to the require-
ments of the applicable jurisdic-
tion and the legal advice of coun-
sel, the standards walk the reader 
through the phases of discovery, 
including potentially applicable 
technologies, elucidating what 
occurs in each phase and consider-
ations to avoid failure. The discus-
sion is potentially very educational 
for lawyers. It provides useful 
information for overseeing and 
documenting the processes that 
unearth the facts at issue (and at 
the lawyer’s discretion, for meeting 
the ethical obligation to supervise 
(ABA Model Rules 5.1-5.3)).

Currently, the IEEE Global Ini-
tiative on Ethics of Autonomous 
and Intelligent Systems is homing 
in on policies of measurement, 
competence, accountability, and 
transparency as fundamental to 
the ethically aligned design of 
tools based on artificial intel-
ligence (see https://standards.
ieee.org/industry-connections/ec/
autonomous-systems.html); these 
same measures can arm counsel 
with the information they need to 
wisely use (or oppose another’s 
unwise or erroneous use of) auto-
mated or intelligent tools. Other 
organizations are considering 
these issues as well.

With the escalation in the 
choices and use of machine 
learning and other algorithmic 
tools, the dichotomy between 
competent counsel and those 
who eschew calling upon spe-
cialists is growing. It is well past 
time for lawyers to put aside the 
notion that legal prowess is suf-
ficient. Forward-thinking counsel 
must constantly inquire about the 
impact and efficacy of increasingly 
powerful technologies and align 
with those who have requisite 
expertise—be it in security or 
statistics or computer science 
or data science or some other 
aspect. Until such technological 
education is included in a Juris 
Doctor, that is the only ethical 
choice.

Technologies
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Rarely-Used Provision of Hague Evidence Convention  
May Be a Viable Option for Cross-Border Discovery

A
R

T
IS

T
D

E
SI

G
N

13
 V

IA
 S

H
U

T
T

E
R

ST
O

C
K

http://www.newyorklawjournal.com/index.jsp
http://www.newyorklawjournal.com/index.jsp

