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provided litigation is the dominant 
purpose. (The court recognized 
that preparing for litigation can 
subsume the “inseparable pur-
pose” of avoiding litigation.)

Based on its analysis of the 
commercial reality of RBS’ situ-
ation, the court concluded that its 
investigation’s dominant purpose 
was to defeat the litigation that 
would follow HMRC’s “almost 
inevitable” assessment. The 
holding hinged on the following 
findings:

�r���5�I�F���)�.�3�$���M�F�U�U�F�S���X�B�T���B���i�X�B�U�F�S-
shed moment”: It cited sufficient 
evidence for an assessment and 
gave RBS reason to believe it was 
highly likely that an assessment 
would follow. The letter thus signi-
fied a shift from an investigation 
to a tax dispute, making it unlikely 
that RBS’ response to the letter 
would dissuade HMRC from issu-
ing an assessment.

�r���3�#�4�����E�F�D�J�T�J�P�O���U�P���S�F�U�B�J�O���F�Y�U�F�S-
nal solicitors with expertise in tax 
litigation to help lead the investi-
gation “strongly suggest[ed]” that 
it contemplated an assessment 
and was preparing to defend a 
claim.

�r���0�U�I�F�S���F�W�J�E�F�O�D�F���B�M�T�P���T�I�P�X�F�E��
that RBS’ lead officials considered 
it highly likely that an assessment 
would be issued.

�r���3�#�4�����i�P�T�U�F�O�T�J�C�M�Z���D�P�M�M�B�C�P�S�B�U�J�W�F��
and cooperative” interactions with 
HMRC after receipt of the letter—
including RBS’ submission of a 
report detailing why HMRC should 
not make an assessment—did not 
preclude it from being conducted 
for the dominant purpose of liti-
gation.

In sum, the court concluded 
that the “commercial reality” was 
that RBS’ internal protocols and 
statutory obligations compelled it 
to cooperate with HMRC despite 
RBS’ knowledge that there was an 
“overwhelming probability” HMRC 
would make an assessment. In that 
context, the report was consistent 
with the “overarching purpose” 
of preparing for litigation to chal-
lenge the assessment.

In contrast to ENRC, where 
efforts to settle the litigation pre-
cluded a finding that litigation 
was the dominant purpose, the 
Bilta court held that a compre-

hensive view of the facts in light 
of the company’s commercial 
reality compelled a finding that 
RBS would not have made such 
significant expenditures on legal 
fees in the hopes of dissuading 
HMRC from issuing an “almost 
inevitable” assessment, but rather 
did so for the primary purpose of 
preparing a robust defense.

The Path Forward

The tension between ENRC and 
Bilta will remain at least until the 
Court of Appeals decides ENRC’s 
appeal (scheduled for hearing in 
July 2018). In the meantime, taken 
together the two cases suggest a 
number of best practices for attor-
neys looking to protect materials 
generated during a UK internal 
investigation:

�r���#�F�G�P�S�F���D�P�N�N�F�O�D�J�O�H���B�O���J�O�U�F�S-
nal investigation—particularly 
concerning allegations with poten-
tial criminal exposure—attor-
neys should preliminarily assess 
whether litigation is in reasonable 
contemplation. If it is, attorneys 
should consider documenting the 
bases for this conclusion, detailing 
the context that create a fear of 
prosecution.

�r���3�F�U�B�J�O���F�Y�U�F�S�O�B�M���M�F�H�B�M���D�P�V�O�T�F�M��
with a specialty in the subject mat-
ter of the litigation to help manage 
the investigation. The engagement 
letter should describe the scope 
of work in light of the purpose to 
defend against the anticipated 
claims, supporting a finding that 
the dominant purpose of the 
investigation was to prepare a 
defense.

�r���"�G�U�F�S���D�P�N�N�F�O�D�J�O�H���B�O���J�O�W�F�T-
tigation, attorneys and other per-
sonnel should keep clear records 
of the purpose of the investiga-
tion and the circumstances that 
prompted it, including records of 
any correspondence with poten-
tial adversaries or other evidence 
that reflects a strong probability 
that litigation will ensue.

�r���"�C�T�F�O�U���B���X�F�M�M���E�P�D�V�N�F�O�U�F�E��
and objective expectation that 
litigation is highly probable, docu-
ments created for the purpose of 
settling or discouraging a regula-
tor from initiating litigation, or 
advising the client on how best 
to avoid litigation, may preclude 
a finding that litigation is the 
dominant purpose. Accordingly, 
attorneys drafting such materi-
als should do so with the knowl-
edge that if resolution is deemed a 
primary goal of the investigation, 
protection may be lost.

While Bilta suggests the High 
Court may have pulled back 
from the most troubling aspects 
of ENRC, unless and until the 
UK’s Court of Appeals weighs in, 
practitioners should consider the 
above, understanding that materi-
als unquestionably deemed privi-
leged in the U.S. could well garner 
no such protection in the UK.

BY ROGEr A. BUrLINGaME,  
STEVEN G. KObrE  
aND RaCHEL E. GOLDsTEIN

Following a series of English 
High Court decisions that 
upended standard practice 

for lawyers conducting internal 
investigations in the UK, a recent 
ruling suggests the British assault 
on privilege may be reaching its 
end, but the bounds of protection 
remain unclear.

Starting with 2016’s In re RBS 
Rights Issue Litigation [2016] 
EWHC 3161 (Ch) (RBS) and con-
tinuing through last year’s Serious 
Fraud Office v. Eurasian Natural 
Resources Corporation Ltd [2017] 
EWHC 1017 (ENRC), the English 
High Court dramatically limited 
privilege protections in the con-
text of internal investigations. 
Taken together, the decisions held 
that English legal advice and litiga-
tion privileges frequently do not 
protect attorney notes and inter-
view memoranda generated in 
UK-based internal investigations, 
allowing disclosure of such mate-
rials to both private litigants and 
UK prosecutors.

Where RBS and ENRC raised 
alarm among practitioners, the 
recently decided Bilta (UK) Ltd 
v. Royal Bank of Scotland [2017] 
EWCH 3535 (Ch) (Bilta) offers 
hope. The decision sets limits 
on the principles articulated in 
ENRC and gives crucial guidance 
for attorneys seeking to protect 
their investigative materials. It 
does not, however, overrule its 
predecessors, and significant 
uncertainty about the scope of 
privilege in the investigations 
context remains.

Litigation Privilege

The British recognize two forms 
of legal professional privilege. 
Legal advice privilege protects 
written or oral communications 
between attorney and client gener-
ated for the purpose of providing 
or seeking legal advice. Litigation 
privilege provides broader protec-
tions, encompassing communica-
tions between attorney and client 
as well as third parties, but only 
when (1) the litigation is “in prog-
ress or in contemplation”; (2) the 
communications are made “for 

the sole or dominant purpose of 
conducting that litigation”; and 
(3) the litigation is “adversarial, 
not investigative or inquisitorial.” 
ThreeRivers District Council v. Gov-
ernor & Company of the Bank of 
England (No 6) [2005] 1 AC 610.

In ENRC, the High Court held 
that litigation privilege did not 
protect materials generated by 
ENRC’s outside solicitors and 
accountants during an internal 
investigation that kicked off in 
response to an anticipated crimi-
nal investigation by the UK’s Seri-
ous Fraud Office (SFO). In rejecting 
ENRC’s privilege claim, the court 
held that:

�t���3�F�B�T�P�O�B�C�M�F���B�O�U�J�D�J�Q�B�U�J�P�O���P�G��
a criminal investigation did not 
equate to reasonable contempla-
tion of litigation (a prosecution). 
Finding that the litigation privilege 
applies solely to materials gener-
ated when the company reason-
ably contemplates a prosecu-
tion, the court found that ENRC 
needed a factual basis to expect 
that the prosecutor could secure 
a conviction before it could claim 
privilege. The mere likelihood (or 
existence) of the investigation was 
not enough.

�t���%�P�D�V�N�F�O�U�T���D�S�F�B�U�F�E���G�P�S���U�I�F���Q�V�S-
pose of responding to the investi-
gation or dissuading prosecutors 
from bringing charges were not 
made for the “dominant purpose” 
of conducting litigation. To satisfy 
the second prong, the court held 
that materials must be created 
for the purpose of conducting a 
defense to a prosecution.

�t���%�J�T�D�V�T�T�J�P�O�T���X�J�U�I���U�I�F���Q�S�P�T�F�D�V-
tor during an investigation were 
not “adversarial litigation.” Even 
an investigation conducted under 
a well-grounded fear of a crimi-
nal investigation did not qualify 
as “adversarial litigation.”

ENRC created a conundrum. 
In its wake, privilege attaches to 
an internal investigation respond-
ing to a criminal investigation only 
when the company determines 
there is enough “truth in the accu-
sations” to make prosecution “a 
real prospect.” But to get to that 
stage, of course, the company 
must investigate without privilege 
protection.

‘Bilta’ Pushes Back

Limiting its holding in ENRC, 
the High Court in Bilta ruled that, 
under certain circumstances, liti-
gation privilege can apply to docu-
ments generated in this context.

In Bilta, liquidators suing the 

Royal Bank of Scotland (RBS) for 
fraud sought discovery of docu-
ments created by RBS’ solici-
tors in an internal investigation 
triggered when Her Majesty’s 
Revenue and Customs (HMRC) 
sent a letter (1) alleging that 
RBS’ participation in fraudulent 
transactions created fraudulent 
tax claims, and (2) permitting 
RBS to respond before HMRC 
made its assessment. Relying on 
ENRC, Bilta argued that privilege 
did not apply because the investi-
gation was not undertaken for the 
dominant purpose of conducting 
litigation, but rather to inform RBS 
of its exposure to the allegations, 
to cooperate with HMRC, and to 
convince HMRC not to issue an 
assessment.

Rejecting these arguments, the 
court found that the approach 
taken in ENRC could not be applied 
to all scenarios involving compa-
nies conducting investigations 
in the shadow of a prosecutorial 
or regulatory action. Instead, it 
emphasized that courts should 
“take a realistic, indeed com-
mercial, view of the facts” when 
assessing the sole or dominant 
purpose of an investigation.

In further contrast to ENRC, in 
Bilta the court held that where 
investigations have multiple pur-
poses, the privilege could apply, 
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matively prove this process was 
actually used.

(5) Kickbacks. The payment of 
kickbacks or other illicit benefits 
to patients, recruiters who procure 
such patients, or even to doctors 
or other medical professionals, 
continues to be a major problem. 
Where appropriate, clinics should 
actively question management as 
to how the patients learned of the 
clinic or why the patient selected 
your clinic over others. Your inter-
nal data will show if the patient is 
a “frequent flier” in your office and 
whether the patient has presented 

with a number of different ailments 
over time that seem implausible 
or has received treatment at your 
facility for which they inexplicably 
re-present multiple times. This 
could be suggestive of a patient 
who is being paid to visit your facil-
ity. If one patient is being paid, it 
is likely there are more. Criminal 
penalties for paying and receiv-
ing kickbacks are severe, and any 
suggestion that this is occurring 
should be investigated immedi-
ately.

(6) Upcoding. Upcoding refers 
to the improper practice of a 
medical professional billing for a 
more expensive medical service 
than was actually provided to the 
patient. While upcoding can occur 

in a myriad of ways, DOJ often 
focuses on service-based, location-
based or time-based upcoding. In 
service-based upcoding, a doctor 
may perform a simple check-up, 
but bill for a more extensive exami-

nation or even a surgery. A loca-
tion-based example could be billing 
for a procedure that occurred in 
an operating room when, in fact, it 
had occurred in a less-expensive 
setting such as an office. Finally, 
time-based upcoding fraud can 

occur when a doctor sees a patient 
for 10 minutes, but bills for a more 
expensive 45-minute consultation. 
These upcoding schemes are more 
difficult for law enforcement to 
unravel, but the claims data will 

give rise to greater potential scru-
tiny when providers consistently 
use higher-paying codes.

(7) Billing for Unqualified Work-
ers. Another common theme in 
health care fraud cases is billing for 
unqualified or unlicensed workers. 

On the obvious side, many cases 
have featured clinics using a less 
qualified worker (such as a physi-
cian’s assistant) to render services 
to a patient, but the services are 
billed as if they were provided 
by a medical professional with a 
higher reimbursement rate. Other 
subtler variations on this theme 
are clinics that bill for lower-level 
medical professionals (such as 
physical therapy assistants) who 
are supposed to be supervised by 
a higher-level medical professional 
(a physical therapist) but operate 
without supervision. Your facility 
must have the proper monitoring 
equipment (e.g., electronic badging, 
timecards, etc.) to be able to dem-
onstrate which medical professional 

actually saw the patient and in the 
case of supervision requirements, 
who was on-site when certain care 
requiring supervision was rendered.

Conclusion

The administration has backed up 
its tough talk on combating health 
care fraud with new initiatives and 
more money. Make no mistake—fed-
eral enforcement of criminal health 
care laws stands poised to become 
increasingly muscular and robust. 
Knowing the red flags the federal 
authorities will look for will help 
your company be more compliant 
and mitigate the risk of becoming the 
subject of a federal criminal health 
care fraud investigation.

Health Care
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face liability for even unintentional 
violations. Given the high stakes 
all around, one might expect an 
abundance of data proving the 
effectiveness of sanctions pro-
grams that have been administered 
by OFAC since 1950. However, this 
does not appear to be the case. See 
Examining the Effectiveness of the 
Kingpin Designation Act in the West-
ern Hemisphere: Hearing Before 
the H. Comm. on Foreign Affairs, 
Subcomm. on the W. Hemisphere, 
115th Cong. 2 (2017) (statement 
of Eric L. Olson, Deputy Director, 
Latin American Program, Senior 
Advisor, Mexico Institute, Wood-
row Wilson International Center for 
Scholars: Witness unaware of any 
public report or comprehensive 
review of the effectiveness of the 
program and policy behind the For-
eign Narcotics Kingpin Sanctions 
Regulations).

In 2001, the Judicial Review 
Commission on Foreign Assets 
Control conducted a limited review 
of OFAC sanctions programs under 
a directive to examine the consti-
tutionality of the Kingpin Act. The 
Commission submitted a report 
to Congress recommending that 

Congress amend licensing proce-
dures to be more responsive to the 
legitimate needs of U.S. persons 
affected by blocking actions; that 
OFAC promulgate regulations to 
establish “safe harbors”; and that 
OFAC establish a dialogue with 
the U.S. business community 
affected by sanctions laws. These 
recommendations have not been 
implemented. Administrative His-
tory Note, Judicial Review Com-
mission on Foreign Asset Control, 
Organization Authority Record, 
National Archives. The failure to 
address these recommendations 
represents a lost opportunity to 
measure the costs and benefits of 
sanctions programs.

OFAC Undeterred

Notwithstanding the absence of 
data in its favor, OFAC asks more 
and more of its private-sector 
gatekeepers. OFAC administers 
28 active sanctions programs that 
have continually grown, targeting 
specific industries and activities, 
while at the same time becoming 
more expansive. This growth plac-
es increasingly costly compliance 
burdens on U.S. businesses. And 
the costs are enormous, as much as 
billions of dollars per year. See, e.g., 
Hui Chen & Eugene Soltes, “Why 

Compliance Programs Fail—and 
How to Fix Them,” Harvard Busi-
ness Review (March-April 2018); 
“Uncovering the True Cost of Anti-
Money Laundering & KYC Compli-
ance,” A LexisNexis Risk Solutions 

Report Study on Financial Institu-
tions Across Six Markets in Asia 
(2016); Laura Noonan, “Banks Face 
Regulatory Pushback over Surging 
Compliance and Regulatory Costs,” 
Financial Times (May 28, 2015).

From a national security per-
spective, this burden might make 
theoretical sense. The problem 
is the absence of concrete data 
justifying the burden by showing 
that sanctions actually improve 
national security. In light of this 
absence of data, shouldn’t some 
consideration be given to the ques-
tion of how much of a burden busi-
nesses should be asked to bear?

Apparently not. In addition 
to increasing the breadth and 
depth of its sanctions programs, 

OFAC has further increased the 
burden on businesses by means 
of an agency rule known as the 
50 Percent Rule. Under this rule, 
U.S. businesses are required to 
determine whether any potential 

transaction involves entities owned 
50 percent or more by a blocked 
party—even if the blocked party 
itself is not otherwise involved in 
the transaction. In other words, 
OFAC requires U.S. businesses to 
ferret out the hidden entities and 
block transactions with them even 
where OFAC has not been able to 
detect and sanction those enti-
ties. OFAC’s justification for the 
50 Percent Rule is that sanctioned 
individuals—particularly sophis-
ticated ones—often hide behind 
front companies with complex and 
anonymous ownership structures. 
This is no doubt true. But shouldn’t 
OFAC be the one to identify entities 
hiding behind front companies? If 
OFAC can’t figure it out, why should 

this investigative burden shift to 
private businesses, particularly 
small ones?

While the 50 Percent Rule might 
make theoretical sense to the gov-
ernment, as a practical matter, 
most businesses do not have the 
resources to uncover the owner-
ship structures of all their custom-
ers and business partners. Even 
large multinational institutions 
struggle to appropriately integrate 
compliance practices that identify 
beneficial ownership and properly 
screen upstream owners.

In 2014, OFAC issued its first 
(and to date, only) penalty for a 
violation of the 50 Percent Rule. 
Barclays Bank Plc (Barclays), a 
financial institution headquartered 
in the United Kingdom, agreed to 
pay nearly $2.5 million to settle 
potential violations for processing 
transactions of subsidiaries owned 
50 Percent or more by an SDN. See 
OFAC Enforcement Information for 
Feb. 8, 2016.

What Can Be Done?

Even in the absence of any data 
driven justification for OFAC’s 
sanctions, the programs are here 
to stay. So too, likely, is the 50 
Percent Rule. Thus, businesses 
will continue to face compliance 

challenges including whether to 
expend substantial resources try-
ing to identify upstream ownership 
of their customers—or risk hefty 
OFAC penalties for inadvertent 
violations.

We recommend that OFAC 
empirically examine the effec-
tiveness of its programs, with a 
particular focus on the 50 Percent 
Rule. If, as the authors suspect, 
the results show that the 50 Per-
cent Rule places a greater burden 
on U.S. business than is justified 
by the result, then OFAC should 
abandon the rule and create a safe 
harbor for businesses that act in 
good faith to comply with OFAC 
sanctions programs. In the end, 
the duty to protect the national 
security belongs to the govern-
ment and is not delegable. The 
government, with its national 
security mandate, is in the best 
position to identify entities that 
pose a threat, and should, there-
fore, reclaim responsibility for 
sanctioning those entities.

Sanctions
« Continued from page 11 

Is the cost to U.S. business justified by the benefits 
of sanctions? In other words, are U.S. economic 
sanctions programs effective in achieving their 
stated goals?

Make no mistake—federal enforcement of crimi-
nal health care laws stands poised to become 
increasingly muscular and robust.
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for criminal activities, as part of 
OAG’s “Nowhere to Hide” pro-
gram; an individual and manage-
ment company who invested client 
funds with Bernard Madoff, for a 
pattern of fraudulent concealment 
and misrepresentation; real estate 
developers who raided a reserve 
fund meant to ensure the health 
and safety of tenants, for persistent 
fraud and illegality in the conduct 
of their business; a nationwide tal-
ent agency, for repeatedly mislead-
ing consumers through deceptive 
advertising; auto dealerships, for 
persistent fraudulent, deceptive 
and illegal business practices in 
the sale and fi nancing of automo-
biles that left some consumers with 
ruined credit reports; and a major 
hospitality company for failing to 
provide consumers with timely 
notice that thousands of credit 
card numbers were exposed in 
security breaches, and failing to 
maintain reasonable data security, 
for deceptive acts and practices in 
conducting business.

The Weinstein lawsuit, however, 
represents a shift in focus for OAG 
under §63(12). The alleged miscon-
duct—persistent illegality through 
workplace sexual harassment—fi ts 
squarely under the statute, but had 
not historically been a subject for 
OAG action under §63(12), until 
now. Rather than relying on laws 
prohibiting fraud as the predicates, 
OAG in this case looked to provi-
sions of New York State Human 

Rights Law, New York City Human 
Rights Law, New York Civil Rights 
Law, and relevant provisions of 
the New York Penal Law to sup-
port its allegations. Ultimately, OAG 
asserted that Harvey and Robert 
Weinstein and TWC had “engaged 
in multiple, repeated and persis-
tent” violations of §63(12), arising 
out of a decade-long pattern of sys-
temic sexual harassment, by violat-
ing each of these underlying laws.

 The Lessons of 
‘People v. Weinstein’

OAG’s detailed allegations in this 
case provide both a warning and a 
roadmap for organizations to take 
signifi cant steps to prevent work-
place sexual harassment in the 
fi rst instance, and to address all 
allegations and evidence of such 
harassment promptly, effectively 
and thoroughly. Organizations 
would be wise to act responsibly 
and proactively by implementing 
effective compliance programs, 
enhancing existing compliance 
programs, and taking preemptive 
steps to reform compliance proce-
dures that may fall short.

The lessons and warnings of 
the People v. Weinstein case are 
myriad, but some stand out:

Having policies in place is sim-
ply not enough; those policies must 
have teeth and be visibly and regu-
larly enforced by well-trained man-
agers to demonstrate a company’s 
compliance in word and in prac-
tice. As alleged in the complaint, 
although TWC had a corporate pol-

icy prohibiting sexual harassment 
and discrimination, that policy was 
“fl outed in practice.” Employees, 
including supervisors, who should 
have had reporting responsibilities, 
were alleged to have received no 
training or guidance about the com-
pany’s sexual harassment and dis-

crimination policies, including how 
to report or handle a complaint.

An organization must have a 
Human Resources team entrusted 
and empowered to act on confi -
dential complaints. That Human 
Resources team must also be 
able to act on complaints inde-
pendently from the managers 
and executives who may be the 
subject of those complaints. OAG 
alleged that complaints directed 
to TWC Human Resources were 
often not treated confi dentially, 
nor investigated. OAG alleged 
that the TWC Human Resources 
Director, who had the author-
ity to investigate complaints, 
simply passed complaints along 
to the company’s COO without 
any further involvement in the 
investigation or resolution pro-
cess. Further, OAG alleged that 
notwithstanding the authority to 
do so, “on not a single occasion” 
did the Human Resources Direc-

tor start a formal investigation or 
implement any adverse employ-
ment consequences in response 
to a complaint about Weinstein’s 
behavior.

Organizations must have man-
agers and Board Members who 
are ready, willing, and empowered 

to take action against individual 
bad actors, no matter what cor-
porate title or power that per-
son may hold. OAG’s complaint 
alleged that members of TWC 
management had knowledge of 
Weinstein’s misconduct toward 
women—from personal observa-

tions and from complaints that 
were filed—but failed to take 
action against Weinstein “due to 
his power within the company and 
his perceived importance to the 
company’s fi nancial results.” OAG 
alleged that TWC’s Board likewise 
failed to adequately investigate, 
or prevent, Weinstein’s repeated 
misconduct. This was allegedly 
due in part to Harvey and Rob-
ert Weinstein’s infl uence over the 
Board, and in part to the Board’s 
concerns that Weinstein’s remov-
al, or exposure of his misconduct, 
would risk fi nancial harm to the 
company. OAG stated that the 
Board’s failure to investigate 
Weinstein’s misconduct, and the 
actions taken to shield Weinstein 
from any consequences for his 
misconduct, “enabled [him] to 
continue victimizing employees of 
TWC.” Notably, while mere inac-
tion is on its own problematic, 
the TWC Board and management 

is alleged to have gone much far-
ther than mere inaction, actively 
taking steps to shield Weinstein’s 
conduct by entering into NDAs 
with settling complainants.

In the end, any fears that TWC 
managers and Board members 
may have had about the dam-
age that could result if they took 
action against Weinstein were 
dwarfed not only by the report-
ed extensive harm suffered by 
the victims of his sexual harass-
ment, but also by the fi nancial 
and reputational damage to 
the company. The message of 
People v. Weinstein to organiza-
tions and their principals, direc-
tors, managers and employees is 
clear: You must act responsibly, 
proactively, and decisively to 
prevent and address workplace 
sexual harassment, or you may 
face strong enforcement action 
and punishment by the state of 
New York.

Warning
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ees available for interviews in 
the United States, producing 
documents to the Fraud Sec-
tion and the Offi ce from foreign 
countries … and collecting, 
analyzing, and organizing volu-
minous evidence and informa-
tion for the Fraud Section and 
the Offi ce.

KOM Deferred Prosecution 
Agreement, ¶ 4(b).

But, while internal investigations 
may decrease in importance, com-
panies must ensure that potential 
misconduct gets to their attention 

quickly so that they can self-dis-
close. Strong compliance programs 
are important in this regard, and 
companies should also consider 
incentivizing internal whistleblow-
ers to report misconduct.

Encouraging a whistle-blowing 
culture, where employees feel 
safe and appreciated for dis-
closing what they believe to be 
improper conduct, is key. Fear of 
being ridiculed, ignored, or being 
subject to adverse actions chills 
many employees from coming 
forward with their concerns. But 
an environment where disclosure 
is rewarded (whether suspicions 
are validated or not) via a bonus, 
recognition, or even increased 
responsibility, may mean the dif-

ference between self-disclosing 
in time or missing out on those 
benefi ts.

Simply, quick self-disclosure is 
imperative. Companies that wait to 
discover potential misconduct and 
then conduct a thorough and com-
prehensive internal investigation 
before taking remedial action will 
likely lose out on substantial ben-
efi ts, including possible declination 
of prosecution. Getting in front of 
the government early—even in the 
absence of certainty—may reap 
substantial benefits. And incen-
tivizing insiders to “whistleblow” 
internally could help ensure that 
misconduct is discovered quickly 
so that the option to self-disclose 
still exists.

FCPA
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taken in bad faith. Glassdoor had 
argued that the Branzburg “bad 
faith” test was inapposite, insist-
ing that the Ninth Circuit’s holding 
in Bursey v. United States, 466 F.2d 
1059 (9th Cir. 1972), set a stricter 
standard of review.

Which precedent should con-
trol was again the battleground 
on appeal. Glassdoor argued that 
the rights of anonymous speak-
ers, see McIntyre v. Ohio Elections 
Commission, 514 U.S. 335 (1995), 
were distinct from the reporter’s 
privilege claims in Branzburg. 
They urged instead that Bursey’s 
three-part test controlled, requir-
ing an immediate and substantial 
interest of the government in the 
information; a substantial connec-
tion between the information and 
that interest; and the least dras-
tic means necessary to secure it. 
Bursey, 466 F.2d at 1083.

The panel rejected Glassdoor’s 
Branzburg analysis as a “distinc-
tion without a difference,” noting 
that the Supreme Court had there 
addressed the argument that an 
inability on the part of journalists 
to safeguard confi dential sources 
would deter reluctant speakers, 
compromising the free flow of 
information. Thus Glassdoor, a 
forum for anonymous speech 
and would-be guarantor of that 
anonymity, echoed the Branzburg 
journalists. The panel also empha-
sized that the site’s anonymous-
use policy had caveats. Users were 
required to certify their acceptance 

of Glassdoor’s terms, including a 
“Privacy Policy” qualifying its 
general non-disclosure to permit 
compliance with “relevant laws ... 
subpoenas … or legal process[.]” 
(The Circuit also disagreed that 
enforcing the subpoena would 
infringe users’ “associational pri-
vacy,” reasoning that the website, 
comprising anonymous commen-
tary among participants unknown 
to one another, did not implicate 
the “expressive association” pro-
tected by NAACP v. Alabama, 357 
U.S. 449 (1958).)

Takeaways

The scope of this article cannot 
fully digest the serious issues impli-
cated, and readers should review 
the panel opinion and briefing, 
including amici curiae submissions 
by Electronic Frontier Foundation 
and others. A few observations 
about the panel’s approach:

Terms of use disclaimers 
inconsistent with absolute ano-
nymity. Speech advocates fairly 
complain that the practicalities of 
online forums require some identi-
fi cation for the user to participate. 
The panel stressed this pedigree 
data, and the site’s disclaimer 
about response to legal process, 
to question whether users had an 
absolute expectation of privacy. 
Although such “fi ne print” could 
be seen as expanding compelled 
disclosure, Glassdoor did fi ght the 
good fi ght for its users here, and 
intrusions on anonymity should 
still be exceedingly rare. Civil 
subpoenas, for instance, would 
not benefit from the Branzburg 

analysis employed. (Moreover, 
though it may be small comfort 
to advocates, Rule 6(e) grand jury 
secrecy might still conceal from 
the public the identity of speak-
ers approached by investigators.)

‘Branzburg’ and ‘Bursey’ analy-
sis perhaps not that different. 
Although the panel came down in 
favor of Branzburg and the govern-

ment, it stated that it would have 
reached the same outcome under 
Bursey. The latter case involved a 
probe of the Black Panthers news-
paper, related to alleged threats 
against President Nixon. The inves-
tigators’ transgression there was 
in the second Bursey prong—the 
lack of a “substantial connection” 
between the legitimate interest in 
investigating threats and the politi-
cal subjects actually scrutinized. 
That disconnect was the constitu-
tional grievance, and it is hard to 
distinguish that intrusion from the 
“bad faith” exception recognized in 
Branzburg. Under either approach, 
deference to grand juries would 
seem to extend only to genuine 
pursuit of criminal evidence.

No ultimate privilege against 
users’ testimony. The panel noted 
in its Branzburg analysis that the 
court declined to create a “privi-
lege” for reporters to avoid a grand 

jury where the protected sources 
themselves would enjoy no such 
privilege—the Fifth Amendment 
being the only exception to the rule 
that the public has a right to every 
citizen’s evidence. This would 
seem to be the sticking point in 
any confi dentiality confrontation. 
If a potential witness possesses evi-
dence owed the public, and there 

is a means to compel appearance, 
no intervening claim of privilege 
(other than self-incrimination) will 
likely prevail.

To Cast a Wide Net?

That the Glassdoor  panel 
endorsed the government’s request 
for users’ identities—at least as 
to the shorter list of eight—is 
not surprising. Courts do defer 
to grand jury investigations, and 
absent truly intrusive overreach-
ing motions to quash will seldom 
prevail. What would be at risk in 
civil litigation of rejection by a 
court as a “fi shing expedition” will 
often merit enforcement through 
the grand jury, because of the clear 
societal interest in investigating 
potential crimes. The interest-
ing question posed by scenarios 
like Glassdoor, then, may not be 
whether the government can go 

fi shing, but whether it should. With 
apologies to Matthew’s Gospel, a 
broad subpoena for unknown per-
sons will make prosecutors “fi shers 
of men,” and there are reasons to 
consider what kind of catch you 
might pull before you put your net 
in the water.

Anonymity can be a power-
ful catalyst for truth, but it can 
also be a haven for exaggeration, 
vindictiveness and outright false-
hood. In the employment context, 
the urge to “fl ame” the company 
can be considerable and, on the 
nameless Internet, usually with-
out consequence. Anonymous 
commentators who exaggerate or 
invent wrongdoing can create head-
aches for the government when 
approached by agents. If one lies, 
and defends his inaccurate posting, 
he has not only misled investiga-
tors but likely committed a crime 
that could explode in his face (and 
the government’s case). If one tells 
the truth, and backs away from 
overheated accusations to deny 
fraud, her account could well be 
exculpatory material subject to dis-
closure under the Brady doctrine. 
Some posts would be accurate and 
corroborated, but the bigger the 
net the greater the risk, and the 
potential problems are both seri-
ous and avoidable.

As tempting as it might be to 
pursue sources of unsigned posts, 
the government already has the 
ability to survey employees from 
whom such comments would have 
come. With organizational charts 
and employee lists, and assisted by 
company counsel, prosecutors can 
identify persons with knowledge. 

Represented by counsel in inter-
views, employees should be well 
prepared to give coherent, truthful 
accounts of whatever they know. A 
meeting in a prosecutor’s offi ce is 
an experience most will take seri-
ously; a visit to the internet may 
not be.

It is also worth remembering 
that a worthy insider witness—an 
organized thinker who wants to do 
the right thing—should have the 
wherewithal to contact the gov-
ernment if so motivated. Statutory 
incentives like the False Claims Act 
will attract some, but the larger 
question is whether it makes sense 
to pursue a source who sounds 
an “alarm” without stepping for-
ward. (In negotiations preceding 
its motion Glassdoor apparently 
made some offer to contact users 
to explore voluntary cooperation, 
but the prosecutors declined. That 
is perhaps understandable, but 
such compromise merits consid-
eration. Except where the informa-
tion implicates physical safety, it 
is diffi cult to see any real return 
in chasing non-volunteers, and 
reticence may have its reasons.)

Conclusion

Online speech is abundant and 
often unattributed. The Glassdoor 
ruling suggests that where content 
hints at knowledge of criminality 
investigators will be permitted to 
track its sources. The temptation 
to peel back the cover is obvious, 
but heedfulness is warranted—to 
avoid chilling salutary speech, and 
to escape grief from the more mis-
chievous kind.
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You must act responsibly, proactively, and 
decisively to prevent and address workplace sexual 
harassment, or you may face strong enforcement ac-
tion and punishment by the state of New York.

Although litigation over anonymous online speak-
ers is unlikely to be settled by this controversy alone, 
there are reasons to expect (or hope) that prosecu-
tors will pursue other avenues to locate persons 
with knowledge of corporate fraud.
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